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EDITORIAL
ATTENDEE
PROFILE
Dear POSitivity readers!

....just a small taste of companies attending
MPElaunched
2020in February 2022
MPE 2022 conference
Welcome to POSitivity Magazine March/April 2022 bimonthly roundup! We are just three months ahead of our
MPE2022 conference, July 5-7, Berlin. This Issue of POSiMERCHANTS
tivity Magazine aims to provide a pre-conference briefing
of all the top stories emerging out of the MPE Sponsors,
Speakers, and Partners in a selection of Merchant Payments News across Europe and beyond.

Have a glimpse of the last three months' articles which will
keep you updated with all the happenings in the exciting
world of Merchant payments.
We cover emerging BNPL opportunities, updates on Open
Banking, Cryptocurrency, and payment acceptance, and a
selection of industry news announced during the previINDUSTRY
EXPERTS
ous
1st-2nd Quarter
of 2022.

#ILOVEMPE Share & Win your Free ticket to MPE Program.
READ FIRSTHAND INFORMATION ABOUT WHAT DID
PAYMENT PROFESSIONALS WHO JOINED THE #ILOVEMPE
CHALLENGE SPEAK.
Enjoy the reading & we hope to see you all at MPE 2022 in
Berlin this summer!
Your MPE team (the publisher of the POStivity magazine)
PS: If you would like to become an active contributor to POSitivity magazine let us know at mpe@merchantpaymentsecosystem.com

If you have not had a chance to join one of the webinars
(How passwordless technology can help you overcome
PSD2 pains) MPE organized during previous months, you
can find the list of prior webinars or register for the upcoming webinars.

SOLUTION PROVIDERS

ACQUIRERS & PSPS

SCHEMES & REGULATORS
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CALL FOR ENTRIES IS OPEN
Part of MPE 2022 Conference & Expo
July
5-7

SUBMIT YOURS!

EXCELLENCE AND INNOVATIONS IN MERCHANT PAYMENTS

SUBMIT YOUR ENTRY TO
MPE 2022 AWARDS
DEADLINE: MAY 13th
13 Categories for individuals, PSPs, acquirers, POS, and payment solution providers:

Judges' Choice Awards
EXPERT JUDGES select the winners

MERCHANT ACQUIRER OF THE YEAR (Blue Ribbon Award)
MOST INNOVATIVE FRAUD/ PREVENTION SOLUTION
BEST USE OF DATA ANALYTICS & AI
BEST CROSS-BORDER MERCHANT SOLUTION
BEST IN-STORE PAYMENTS SOLUTION
BEST MERCHANT PAYMENT ACCEPTANCE PROVIDER
BEST PAYMENTS PARTNERSHIP
BEST PLATFORM/ MARKETPLACE PROVIDER
BEST USE OF CRYPTO/ BLOCKCHAIN IN THE MERCHANT PAYMENTS
ECOSYSTEM
BEST USE OF OPEN BANKING FOR PAYMENTS CHAIRMAN AWARD – BEST NON-

BEST USE OF OPEN BANKING FOR PAYMENTS CHAIRMAN AWARD – BEST NONPROFIT/ CHARITIES INITIATIVE
CHAIRMAN AWARD – BEST NON-PROFIT/ CHARITIES INITIATIVE

People's Choice Awards
INDUSTRY selects the winners

BEST STARTUP INNOVATION AWARD (VOTED AT MPE 2022 BY ATTENDEES &
JUDGES)
MPE INFLUENCER OF THE YEAR AWARD (VOTED BY THE PUBLIC AT MPE 2022)

You can read more about the list of the categories & criteria and how to submit your
entry in the Awards Brochure.

SUBMIT NOW YOUR

MPE AWARDS NOMINATION

Why enter the MPE2022 Awards?
All finalists in each category will gain visibility in front of the MPE community of
global merchants & payment companies as thought industry leaders
All finalists will benefit from promotion through the MPE's various
communicational channels (website, direct mailing, and social media
campaign)
Custom marketing materials to promote your nominations online and social
and email campaigns
Winners will receive:
Guiding Hand Statue – a beautiful piece of art presented during our in-person
MPE 2022 Awards ceremony on July 6 at the most prominent European
conference on card acquiring & merchant payments, MPE 2022, in Berlin
All winners will be given a 2022 MPE Awards banners and jury testimonials to
be used in their PR & marketing activities, in addition to special coverage from

Winners will receive:
Guiding Hand Statue – a beautiful piece of art presented during our in-person
MPE 2022 Awards ceremony on July 6 at the most prominent European
conference on card acquiring & merchant payments, MPE 2022, in Berlin
All winners will be given a 2022 MPE Awards banners and jury testimonials to
be used in their PR & marketing activities, in addition to special coverage from
Merchant Payments Ecosystem Awards & conference
Live Tweets during the Awards Gala Dinner announcing you as a winner
MPE will promote short video interviews via different MPE channels
Inclusion in MPE’s conference official digital Magazine “POSitivity” on the 2022
MPE Awards
Recognition in the MPE Awards’ Report, MPE website, and MPE’s social media
Pictures from the Awards ceremony with a winner accepting the trophy
SUBMIT YOUR

NOMINATION
Entry is free and must be submitted online in English
You can enter a maximum of three categories this year; however, not with a
duplicate entry submitted into three different categories
The Judges' Choice Awards finalists and winners are selected by our panel of
expert judges comprised of recognized fraud, risk, and merchant payments
industry experts
The People’s Choice “Influencer of the Year” Award winner will be selected by
an online vote of merchant payments industry professionals.

MPE 2022 AWARDS
SPONSORS

CATEGORY SPONSOR

MPE AWARDS COCKTAIL RECEPTION &
CATEGORY SPONSOR

CATEGORY SPONSOR

Interested in sponsoring the MPE2022 Awards?
We have a range of sponsorship opportunities for the 2022 event

Interested in sponsoring the MPE2022 Awards?
We have a range of sponsorship opportunities for the 2022 event
spons@merchantpaymentsecosystem.com

MPE 2022 AWARDS
MEDIA PARTNERS

Regulation & Compliance

E-learning Training for Payment and Fintech Businesses launched!

FIND OUT MORE

Starting in April 2022, the payment industry is slowly
phasing in a shift from the current 6-digit BIN to an 8-digit
BIN. The BIN, that number at the start of the personal account number (PAN) or card number.

Start by talking to your payment providers and gateway
partners to ensure they are aware of the change and ready
to handle it. Check if any changes are expected in the
payload data returned by your gateway or tokenization
Like What You're Reading? Stay on topproviders.
& subscribe
MPE
Reviewtoany
logicnewsletter
specific to the 6-digit BIN and
What do merchants need to do?
amend to allow for processing of both 6-digit and 8-digit
BINs in the near future. While it may take years for the inHEREdustry to fully switch to 8-digit BINs, merchants need partTo keep customers happy and business sailing smoothly,
merchants should actively assess the impacts this change
ners who are on top of this change to avoid losing revenue
will have across the organization as soon as possible.
and alienating good customers.

Open Banking

News: TrueLayer MPE 2022 Gold sponsor
mpe@merchantpaymentsecosystem.com

TrueLayer and NatWest make the first
Open Banking VRP transaction

©2022 {{ site_settings.company_name }}, {{ site_settings.company_street_address_1 }}, {{
site_settings.company_city }}, {{ site_settings.company_state }}
Update your email preferences to choose the types of emails you receive from us

TrueLayer, the global Open Banking platform, has made
the industry’s first Open Banking variable recurring payment (VRP) transactions with NatWest.
The transactions, in a live environment rather than a sandbox, have shown that VRP works as intended before their
introduction in 2022.
VRPs are an additional Open Banking API that the nine
largest UK banks have been instructed to build by the
Competition and Markets Authority (CMA) for sweeping.
They support third party providers (TPPs) like TrueLayer
to initiate a series of payments for a customer of variable

amounts and at variable intervals , enabling the more efficient transfer of money.
This is a change to the current Open Banking status quo
where TPPs can only initiate single immediate payments
and customers have to authenticate each payment separately. The new requirement from the CMA means TPPs
can provide recurring payments for any customer that
banks with one of the nine biggest UK banks.
Source: The Paypers

News: Nuapay - MPE 2022 Silver sponsor
Nuapay partners with Praxis Tech
EML Payments' Open Banking business, Nuapay, has partnered with Praxis Tech (Praxis) to power the delivery of
Open Banking and account-to-account payments to Praxis’ clients across Europe.

ers actively trading increasing by over 30% per annum.
This partnership will allow Praxis to provide users with an
enhanced experience to better take advantage of trading
opportunities.

90% of fintechs cite improved customer experience as key
to their competitive advantage, and this integration will
enable Praxis' clients to continue to differentiate in a rapidly evolving competitive landscape. Praxis' customers will
reportedly have access to faster and safer payment solutions.

Praxis' integration with Nuapay's proprietary Open Banking technology and instant cardless payment solutions
will be available to all of Praxis' European customers. With
Praxis already live in the market, Nuapay has added to its
existing Payment Service Providers (PSPs) network, including Worldpay, Visa's CyberSource, Nuvei, and more.

One key segment that Praxis serves today is the trading
market, which has grown rapidly, with the number of us-

Source: The Paypers

Crypto Currencies

Facebook’s Meta plots move into virtual
currency with 'Zuck bucks' and 'reputation tokens': report
12 POSitivity

Facebook's parent company Meta is said to be drawing
up plans to introduce virtual currencies and lending services to its platforms, with some employees already referring to the digital tokens as "Zuck Bucks" after company
founder Mark Zuckerberg.
According to the Financial Times, Meta is in the early stages of expanding the range of financial products it offers
to users of its apps and services, which include Facebook,
WhatsApp and Instagram.
The company's financial arm, Meta Financial Technologies, has been exploring digital tokens to be used as part
of an overall pivot to the metaverse, the FT reported.
Control over a proprietary currency could also provide
the company an additional source of revenue as its core,
advertising-based, social media business appears to be
slowing down.
Meta stock tanked over 20 per cent in February after announcing its first-ever quarterly decline in active Facebook users, knocking almost $200 billion (€177 billion)
off the company's valuation.
Facebook NFT plans
Sources linked to Meta's plans told the FT that the company's final product was unlikely to be a blockchain-based
cryptocurrency. Instead, a system of "reputation token" or
"social token" rewards for positive contributions to Facebook groups, as well as "creator coins" for influencers are

under consideration.
A Meta spokesperson declined to elaborate on the company's plans, telling Reuters that they "have no updates to
share today," and adding that the company is focused on
building for the metaverse "and that includes what payments and financial services might look like".
Meta has previous painful experience with digital currencies. Libra, Facebook's 2019 attempt at building a crypto
stablecoin, ended in failure after running into regulatory
and commercial backlash.
The Libra project - rebranded as "Diem" - was offloaded
by the company earlier this year.
However, the company is not distancing itself from blockchain entirely.
CEO Zuckerberg said last month that Instagram would
introduce non-fungible tokens (NFTs) in the "near-term".
Facebook will also begin a pilot scheme for posting and
sharing NFTs on its platform in May, the FT reported on
Wednesday.
Source: Euronews
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What is a Central Bank Digital Currency?
Blog: Checkout.com - MPE 2022 Platinum sponsor
Governments worldwide are exploring the application
of Central Bank Digital Currencies, otherwise known as
CBDCs. But what are CBDCs, how do CBDCs work and
what impact CBDCs may have on the future of money?
New forms of digital money, such as privately-issued cryptocurrencies, are well on their way to mainstream use. Another category of this new digital money has piqued the
interest of governments around the world. Almost one
hundred countries have begun research, development,
and trials of digital forms of central bank money, known
collectively as Central Bank Digital Currencies (CBDCs).
What is a CBDC?

public, and in most countries, this is still the case. But CBDCs are changing this.
CBDCs are an electronic form of central bank money that is
available to the general public and non-financial businesses to make payments and store value. Unlike cryptocurrencies, they are issued and fully backed by central banks, so
carry the same stability and value as the fiat currency in
their country of origin. But instead of cash, they’re digital
tokens.
How is a CBDC different from a stablecoin?

At present, there are two types of money most commonly
used by people and businesses: physical cash issued by
central banks, and commercial bank money, which takes
electronic form as people’s bank deposits.

Stablecoins and CBDCs have some similarities; however,
the major difference is that stablecoins are issued by private sector entities, and not backed by any central party,
whereas CBDCs are issued and backed by central banks,
carrying the same ‘risk free’ characteristics as cash or central bank reserves.

Central banks do also produce digital money: the reserves
held with them by regulated financial institutions. Up until
recently, however, this hasn’t been available to the wider

Either way, in a CBDC model, control of underlying technology and the ability to create and ‘destroy’ tokens reside
with the central bank, most likely on the basis of a clear
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legal and regulatory framework.
Another difference is how they hold their value. CBDCs are
the tokenized version of their country of origin’s fiat currency. Like cash, they are fully backed by the issuing central bank, which will typically be mandated to maintain the
value of that fiat currency, and publicly accountable for its
activities.
Private stablecoins, meanwhile, seek to overcome the price
fluctuations associated with other crypto assets by pegging their value to another asset, most commonly a national fiat currency. Stablecoin issuers have backing assets
in place, so their users can redeem any coins they hold in
fiat currency when they want or need to.
Types of CBDC and key use cases
CBDCs should be seen in the context of a central bank’s
core payment-related functions: providing its country’s
unit of account (i.e. its fiat currency), ensuring final settlement of payments between its financial institutions, and
overseeing the smooth working and integrity of its country’s payment system.
As part of this central bank framework, it is envisaged that
different types of CBDC would be used for specific circumstances. They fall into two main categories: wholesale CBDCs and retail CBDCs.
What is a wholesale CBDC?
Wholesale CBDCs would be used to settle interbank transfers and other wholesale transactions between regulated
financial institutions, domestically and potentially across
borders. They would operate similarly to financial institutions’ existing reserve accounts with central banks. But
they might also enable new forms of conditionality, such
as final settlement of a payment or transaction being dependent on the delivery of a separate payment or asset. As
such, they could improve the efficiency, safety and speed
of wholesale payments.
What is a retail CBDC?
Retail CBDCs are essentially a digital form of fiat currency,
intended for use by people and non-financial businesses
to make and receive payments. They could be structured
in two ways, offering either token-based, anonymous access to users, or account-based access rooted in verifying
a user’s identity through some form of digital ID scheme.
They offer the potential for transactions that are personto-person, person-to-business, and even government-toperson.

CBDC use cases

There are some additional areas where CBDCs can be used.
• Global commerce: CBDCs could open foreign markets to businesses and consumers by enabling quicker and easier cross-border payments. This could be
achieved, for example, through ‘multi-CBDC’ arrangements, involving the coordination of CDBC standards
and regulation, technical interfaces between different CBDC systems, or even a shared system for multiple CBDCs.
• Emergency use: During unforeseen circumstances,
like a global pandemic or a natural disaster, governments can use CBDCs to distribute emergency funds
quickly to those in need of financial support.
• Financial inclusion: CBDCs could bring more unbanked people into the financial system, by offering
them the ability to make digital payments without a
conventional bank account, and also potentially the
capability for offline peer-to-peer digital transactions.
What countries are exploring CBDCs?
There are close to one hundred countries around the world
studying CBDCs. Nine of them have already implemented
their use. This includes several countries in the Caribbean
and Nigeria.
Sand Dollar, from The Bahamas, has been in use since 2020
and can be accessed via smartphones or physical payment
cards which are tied to a digital wallet. Sand Dollar offers
some offline features. If a network connection is lost, users
can make small-value payments. The user’s wallet will be
updated when a connection is made.
Other countries are still in their pilot and development
stages. China is one of the leading countries in the pilot
stage. Currently, ten major cities have trials of their CBDC,
e-CNY. The country also launched another trial during the
2022 Beijing Winter Olympics.
However, the majority of countries with an active interest
in CBDCs are still in the research phase. Several countries in
Europe, Peru, and Indonesia are a handful of the 40 countries studying CBDCs.
In the UK, the government and Bank of England are working together to explore the case for a UK CBDC. They are
capturing the views of industry bodies, business and consumer groups, crypto and payments experts, and academics through a joint Engagement Forum, of which Checkout.
com is a member.
The US is also exploring the potential benefits, drawbacks,
and obstacles associated with this new form of currency —
a process likely to accelerate in light of President Biden's,
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March 2022 executive order.
The future of CBDCs
It's paramount to remember that CBDCs are mostly still in
development – or early infancy, where they do already exist. There is some way to go before we know what place
CBDCs will occupy in the wider spectrum of new digital
money emerging around the world, and whether they
will become a mainstream payment method and store of
value for consumers.
And there are some fundamental questions that still need
to be answered, spanning the philosophical (how user pri-

vacy should be balanced with the capability to track illicit
activity) systemic (whether, and how, traditional banking
models and reserve currencies could be impacted) and
technical (can CBDCs interoperate with existing payment
systems).
However, the broad direction of travel looks set, and it'll
likely be a question of when, not if, more countries launch
their own CBDCs.
Author: Ben Ruffels,
Senior Manager, Public Affairs, Checkout.com
Source: Checkout.com

Demystifying digital currencies
Blog: Netcetera - MPE 2022 Gold sponsor
Crypto - CBDC - Bitcoin - USDC - what are the differences?

es will become increasingly important for each of us in
the future.

Not every crypto coin is a stablecoin and not every digital currency is a cryptocurrency. Placing these buzzwords
skillfully is not just important for your conversations at
the water cooler. A good understanding of the differenc-

In both Fintechpress andeveryday news, probably not a
day went by in the last two years without some report
published about crypto, CBDC, stablecoin, blockchain,
bitcoin, USDC, Diem, coin wallets, NFT or similar buzz-
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words. And if you can also hear these technical terms
mentioned in chats at the pub, , the topic has definitely
arrived in the mainstream.

diem, for example.

In these conversations, however, not everybody knows
the exact difference between these buzzwords.

The CBDC is a completely different beast. Startled by Facebook & co's Diem/Libra initiative, central banks have been
pouring more energy into their own central bank digital
currencies in recent years. Examples of advanced CBDCs,
some of which have already been rolled out, include the
Bahamian Sand Dollar, the Cambodian Bakong, the Eastern Caribbean DCash, and China's Digital Yuan. The ECB
has adopted a two-year design phase in mid-2021, the
U.S. Fed has launched two prototypes, and the Swiss National Bank is currently running a pilot for cross-border
payments with France.

It is therefore worth clarifying and differentiating the
terms. This avoids misunderstandings and promotes
clear, efficient dialog on the various topics.
"Digital currency" as a generic category
I like to use "digital currency" as a generic category for
most of the technical terms mentioned, referring to the
sum of various innovative, digital money and payment
instruments. These can be divided into three categories:
cryptocurrencies, like Bitcoin, stablecoins like the USDC,
or CBDCs like the Bahamian Sand Dollar.
Cryptocurrencies
Examples of crypto currencies include Bitcoin or Dash,
LiteCoin, Bitcoin Cash and many mored. Crypto-currencies typically run on a decentralized peer-to-peer
network, a blockchain, meaning there are no financial
intermediaries, middle men, or central banks involved.
Because of this, and because they are not backed by fiat
money or a commodity, they are also usually volatile and
highly speculative. Crypto-Coins cannot be issued or copied twice, are pseudonymous rather than anonymous,
and the user usually holds them themselves, so is solely
responsible for ensuring they are not lost.
Stablecoins
Stablecoins, such as the USD Coin, Diem from the Facebook Consortium, or Tether differ from cryptocurrencies
in that they are pegged to a basket of fiat currencies or to
commodities, such as precious or industrial metals. This
allows them to be kept stable. That is, 1 coin has a stable
value, usually $1.
Stablecoins are often also based on a blockchain - USDC
is on the Ethereum blockchain, Tether on the Bitcoin
blockchain - but this does not necessarily have to be the
case, as the non-decentralized Diem (originally called Libra) initiated by the Facebook consortium shows.
The two aforementioned coin types are directly linked to
dollars, which the organizations responsible for the stablecoin promise to store them in safe locations. For Diem/
Libra, which are not yet live, a peg to a mixed basket of
fiat currencies was originally planned. Today, however,
the assumption is a coupling to individual currencies. In
other words, there could then be a euro diem or a USD

Central Bank Digital Currency aka CBDC

However, a broad launch of CBDCs is probably 5+ years
in the future.
But why should we have CBDCs at all? On the one hand,
central banks are countering the falling use of cash with
CBDCs; on the other hand, they are keen to claim and assert their responsibility for the official digital currency in
the country.
Since this touches on a broad range of central bank responsibilities, CBDCs, meanwhile, are divided into two
subcategories. On the one hand, the "Wholesale CBDC",
which accommodates the increased digitization and fragmentation – or tokenization - of assets, i.e. objects, goods,
rights. These tokenized assets can be traded most efficiently with tokenized money. So it's about money flows
between companies and banks. And on the other hand,
the "Retail CBDC", which addresses the replacement of
cash and should allow the central bank to support its
monetary policy with a digital central bank money. Digital money, in other words, that private citizens are meant
to use in the future.
Who benefits from digital currencies?
That, of course, depends heavily on the currency in question. Cryptocurrencies today are mainly investment and
speculation objects, like their counterparts gold or precious metals in the real world. Stablecoins, on the other
hand, are often used as a transition currency from crypto
to fiat currencies. That is, when Mastercard or Visa allow
card transactions in Bitcoin today, the amount in Bitcoin
is immediately transformed into a stablecoin currency
when a purchase is made, and then later converted into
the merchant's corresponding fiat currency. This way, the
merchant does not experience any exchange losses when
the Bitcoin exchange rate fluctuates.
And "wholesale CBDCs," are about transferring money
from commercial banks, including cross-border, while re-
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tail CBDCs, as mentioned, seek to replace declining cash
with a similar digital alternative for citizens.

NFT - The next hype after "Crypto" is already at the starting blocks.

Should "ordinary" consumers also be interested in
digital currencies?

Non-fungible tokens (NFTs) are the next hype and promise to outpace "crypto" in terms of revenue and adoption
as a consumer-facing topic.

Absolutely! And they already are. For example, to my
knowledge, cryptocurrencies have boomed in the pandemic. And in developing countries with inflationary
national currencies, they have served asmoney storage
and investment vehicles for a bit longer - even for the socalled "under- or unbanked population."
They are also being used, along with stablecoins, in the
hyped world of NFTs (non-fungible tokens).
Retail CBDCs will also become interesting for consumers
at some point, since they are an alternative to the muchloved cash.
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Conclusion/Outlook:
Digital currencies in all their guises have entered the
mainstream. The various forms, such as cryptocurrencies,
stablecoins or CBDCs, have very different characteristics
and applications. Accordingly, independent, partly overlapping ecosystems are developing here, which promise
to be an exciting influence on payment and financial services in the future.
Author: Dr. Thomas Fromherz
Source: Netcetera
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Partnership, Mergers & Acquisitions

Bolt buys Wyre to get crypto in its wallet
With the online checkout startup's $1.5 billion acquisition of cryptocurrency payments firm Wyre, crypto "will
be a major part of Bolt’s strategy going forward," said CEO
Maju Kuruvilla.
With its acquisition of cryptocurrency payments company Wyre, online checkout startup Bolt plans to add crypto
and web3 capabilities to its existing digital wallet in a bid
to jumpstart consumers using crypto for purchases.Bolt
and Wyre, both based in San Francisco, announced the
acquisition Thursday and Bolt CEO Maju Kuruvilla said in
an interview that his company is paying about $1.5 billion
in a mix of cash and stock.
"We believe crypto will be a major part of Bolt’s strategy
going forward," Kuruvilla said in an interview.

MYPINPAD
AND
SMARTPESA MERGE
TO BECOME THE
GLOBAL LEADER IN
MOBILE PAYMENTS
ACCEPTANCE
MYPINPAD, a global leader in mobile-based payments acceptance and digital authentication solutions, and SmartPesa, a leading provider of payments and agency banking solutions, have agreed to merge. The combined entity
will operate under the MYPINPAD brand.
Customers will benefit from greater scale, a wider product offering and the certainty of continued support as the
industry moves towards the PCI Security Standards Council’s forthcoming Mobile Payments on COTS (MPoC) Standard. The deal positions MYPINPAD as the leading global
provider in the rapidly expanding mobile payments acceptance market. The combined entity expects to double
its existing footprint in APAC, LATAM and EMEA and target North America in 2022 and beyond.
Source: Mypinpad

Source: Payments Dive

Finaro – MPE 2022 Platinum Sponsor
Finaro Announces its Acquisition by the American
leader in commerce-enabling technology – Shift4 - in
a Deal Valued at $575 Million USD
Finaro (formerly Credorax), global cross-border payment
provider and fully licensed bank empowering international commerce through brilliantly simple payment solutions,
today announced that it has entered into an agreement
with Shift4 for its acquisition in a deal worth $575 M USD.
The combined offering of both companies creates complimentary synergy of a global payments powerhouse with
significant card-present and card-not-present expertise
across a range of verticals serving large, complex merchants with unique solutions. Together, Finaro and Shift4
will be better positioned to provide merchants with the
best-in-class global omni-channel payment solution and
stand alongside some of the biggest players in the payments industry, including Adyen, Nuvei and WorldPay.
Source: Business Wire
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Klarna – MPE 2022 Gold Sponsor
Klarna completes acquisition of PriceRunner
Klarna, a leading global retail bank, payments, and shopping service today announced the completion of its acquisition of PriceRunner, the leading comparison shopping
service in the Nordic region with operations in Sweden,
Denmark, Norway and the United Kingdom.
PriceRunner will bring new features to the Klarna app
globally in the form of rich product discovery, price comparisons and product reviews to help consumers save
time and money, and make informed decisions so they
can take control of their finances. Klarna’s 400k+ global
retail partners as well as PriceRunner’s retail partners will
benefit from increased website traffic from high intent
consumers and optimized marketing opportunities to further drive their growth.
Source: Klarna

Tietoevry
–
MPE 2022 Silver
Sponsor

Finnish research and industry partners we want to change
how the IT business is run by building a trusted digital society.

Tietoevry welcomes partners to join its Veturi ecosystem

The mission of the Tietoevry Veturi (Locomotive) programme is to develop affordable, accessible and trusted
digital services for citizens. Together with our ecosystem
partners we will accelerate the development of trusted
technologies, develop Finland’s technological know-how
and help Finnish IT companies to build globally scalable
business value from responsible data-enabled platforms.

Tietoevry-driven ecosystem project has been granted 20
million euros to execute their vision under the locomotive
company funding by Business Finland. The advance of
new technologies and business models are changing the
global Information Technology markets, creating more
and more opportunities to be grasped. Together with

Source: Tietoevry

Buy Now Pay Later

Zilch and Mastercard announce an expanded partnership to launch Zilch BNPL
card across Europe
News: Mastercard - MPE 2022 Platinum sponsor
Zilch, the London-based unicorn Fintech announced
today that it has expanded its partnership with Mastercard to bring Zilch's popular over-the-top buy now, pay
later (BNPL) digital card offering to Europe and enable
deferred purchases across the EU. Zilch’s digital card is
currently available in the UK and has already reached
over 1.7 million customers in less than 15 months - record time within the BNPL industry.
Today’s announcement will see Zilch accelerate its international growth across Europe. Enabling Mastercard payments Europe-wide supports Zilch's mission to empower
customers to shop anywhere, anytime using its unique
BNPL solution with no hidden costs, interest or fees.
Zilch has partnered with Mastercard since its beta launch
in August 2019 to deliver its unique and retailer-agnostic
BNPL payment solution. The Fintech is the first truly overthe-top (OTT) BNPL product which is independent of the
checkout page and allows its customers to shop wherever Mastercard is accepted and spread their payment

over six weeks for zero interest and zero fees.
This direct-to-consumer model allows Zilch to build direct relationships with its customers - Zilch is now the
best-rated product of its kind on Trustpilot with over
33,649 reviews - and scale significantly faster than its
competitors as its “social deployment” strategy is not restricted by borders or merchant acquisition and integration.
Philip Belamant, Zilch founder and CEO, said, “Zilch’s
absolute focus is the customer and ensuring that their
experience is best in class. With our partner Mastercard
we remove acceptance as a barrier and enable our customers to pay overtime anywhere, instantly. We empower our customers to safely and securely buy what
they want, when they want it, without being limited by
temporary cash shortages. We are excited to continue
our work with an innovative partner that shares our values and is committed to addressing the evolving needs
of our customers at home and abroad as we gear up to
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launch Zilch in the USA and EU.”
Jason Lane, EVP Market Development Europe at
Mastercard said, “We are excited to grow our relationship with Zilch and enable their ongoing efforts to scale
globally, expanding their BNPL offering across Europe
and providing consumers even more choice on how and
when they want to pay.”
Zilch is built upon responsibility, offers transparency and
is one of the first players in the industry that uses Open
Banking technology combined with soft credit checks

to gain a real-time view and understanding of the consumer’s affordability profile and make an accurate recommendation of what they can afford, preventing problem
debt. The Fintech is one of the UK’s first BNPL Fintech to
be granted a consumer credit licence by the Financial
Conduct Authority (FCA). The move marked a landmark
moment for the UK Fintech industry and is a testament
to Zilch’s unique approach of placing consumer financial
wellness and protection at the heart of its operations.
Source: Mastercard

ACI Worldwide Launches Innovative
Global BNPL Solution With Access to 70+
BNPL Lenders via Single Integration
News: ACI - MPE 2022 Silver sponsor
ACI Worldwide, a leading global provider of real-time digital payment software, today announced ACI PayAfter TM,
a new solution that enables merchants globally to provide
their customers with a choice of more than 70 BNPL options through a single integration. The innovative user interface enhances acceptance rates and serves a broader
base of customers traditionally overlooked, boosting merchant sales worldwide.
For merchants, ACI PayAfter offers one application and a
single contract that reduces the complexity and cost of
integration, as well as faster speed to market, and actionable customer intelligence.
ACI PayAfter gives consumers one BNPL option—ACI PayAfter—displayed at checkout, one application form, and a
single credit check, all while providing access to multiple
financing options that best meet their needs quickly and
with a higher probability of approvals. It eliminates the
inconvenience of completing multiple loan application
forms that garner multiple credit checks by BNPL lenders,
which eventually leads to cart abandonment.
Studies show that 63 percent of Millennial and Gen Z consumers don't own credit cards and make up 40 percent
of all consumers globally. At the same time, 42 percent of
Gen Z and 69 percent of Millennials are more likely to pur-
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chase items if a BNPL option is offered. With ACI PayAfter,
merchants can present their customers with multiple financing options and higher approval rates than the market currently provides today.
"With ACI PayAfter, merchants can provide their customers with a more inclusive experience and a wider choice
of BNPL options that suit their needs, leading to fewer
abandoned carts," said Debbie Guerra, head of merchant
payments, ACI Worldwide. "The BNPL market locks out approximately 40 to 50 percent of potential consumers, including the younger generations who aren't interested in
owning credit cards and the unbanked and underbanked
population, many of whom are credit-worthy customers."
"ACI's single interface further democratizes payments by
reducing the barriers to access for consumers who aren’t
traditionally served by the financial system. With a portfolio of more than 70 BNPL providers, which we expect to
expand to hundreds of providers, advances the consumer
experience through a simpler checkout process and better approval rates, which leads to higher conversion for
merchants," Guerra continued.
ACI PayAfter provides merchants with the flexibility to select the BNPL and financing options that are most relevant
for their business and their customers.

"ACI partners with several BNPL players around the world.
Being part of the ACI PayAfter network means that BNPL
providers can take advantage of the opportunities for
growth given ACI's vast global reach," Guerra concluded.
ACI PayAfter will be available to merchants using ACI Secure eCommerce and ACI Omni-Commerce.
ACI Secure eCommerce is a holistic platform that combines
a powerful payments gateway, sophisticated real-time
fraud prevention capabilities, In-store POS solutions, and
advanced business intelligence tools. ACI Secure eCommerce was recently recognized by Juniper Research, winning three awards for innovation in payments, including a
Platinum Award – the highest accolade in the category of

"Payments Innovation of the Year." In addition, ACI's fraud
management solution recently received full approval on
the patent for its incremental learning technology.
ACI Omni-Commerce is a secure omni-channel payment
processing platform with the flexibility to support in-store,
online and mobile needs, and the scalability to power the
purchasing experiences that customers are looking for
now and in the future. Support for multiple card payment
types, global schemes and alternative payment methods
is coupled with access to a global payments network of
acquirers and payment providers.
Source: ACI Worldwide

4 BUY NOW PAY LATER TRENDS SET TO
DISRUPT THE INDUSTRY
Blog: Endava - MPE 2022 Silver sponsor
Buy Now Pay Later (BNPL) is racing into 2022 firing on all
cylinders, and according to Insider Intelligence, is expected to keep growing at pace and will reach $680 billion in
transaction volume worldwide by 2025. The promise of
impending regulation, and the need to balance oversight
with consumer protection, will see the emergence of new
innovative solutions and business models. As competition heats up and new players enter the market, banks will
naturally get in on the action to protect their market share.

There are few differentiators between BNPL services, as
the model is essentially based on two things: being able
to split payments in equal parts and the ability to pay later.
This makes it easy to replicate the model across industries.
Therefore, BNPL companies are differentiating themselves
by entering new markets, and fintech start-ups across industries – be it travel, insurance, healthcare, B2B trading,
or even blockchain and crypto currency – are jumping on
the BNPL bandwagon.

Let’s look at four trends that will disrupt the BNPL industry.

Klarna partnered with Expedia Group to allow their customers to “travel now, pay later” and recently acquired
Inspirock, an online trip planner which uses artificial intel-

1. BNPL WILL EXPAND ACROSS INDUSTRIES
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ligence (AI) to recommend trips based on a person’s interests. Also, Affirm has partnered with American Airlines to
allow passengers to “fly now, pay later”.
As the BNPL model expands into other industries, insuretech company Ascend is expanding its BNPL commercial insurance offering using payments APIs that automate
end-to-end insurance payments. In healthcare, US fintech
start-up Walnut partners with healthcare providers to allow patients to pay by instalments.
Two more examples: London-based fintech Hokodo offers
BNPL to digital B2B merchants, using trade credit APIs to
provide real-time underwriting and financing decisions.
In the southern hemisphere, Australian fintech @Pay is
taking BNPL innovation a step further – it’s the first BNPL
platform integrating blockchain technology and crypto
currency.
2. BANKS WILL ENTER THE BNPL MARKET
Banks are seeing a share of their credit card and consumer
loan revenue cannibalised by BNPL lenders. The time is
right for banks to enter the BNPL market but having the
right market entry strategy and business model is key to
succeeding. Being a regulated industry, banks are experienced in regulatory compliance and credit underwriting
and have the data and customer base to compete in this
space. Banks are also well placed to determine affordability and can personalise BNPL offers based on a customer’s
risk profile using their financial data. But they will have to
act fast or risk missing the boat.
Some banks, such as Barclays, Monzo, Revolut, and
Santander, have already made inroads into the BNPL market. Santander launched its BNPL product ‘Zinia’ in Germany a year ago and are now rolling it out to other markets.
Zinia allows shoppers to split their purchases into monthly
instalments interest-free. Monzo launched its Flex product, which allows 3 instalments for free, but longer plans
with 6 or 12 instalments will attract an interest rate of 19%
APR (variable).
As regulation kicks in, I expect to see more banks moving
into the BNPL market – either via partnerships, acquisitions, or by building in-house solutions. Whatever the
market entry strategy, banks will stand a better chance of
winning if they integrate across the entire purchase journey. These integrations will not only contribute to scale
and engagement but also provide better visibility into
customers’ credit behaviour and deliver greater value to
the end customer.
3. SUPER APPS WILL BE A DIFFERENTIATOR
As BNPL players scale and increase engagement, we
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can expect to see super apps offering a combination of
shopping, financing, payments, and banking products.
Klarna, Affirm and PayPal have already joined the fray and
launched their own super apps. Klarna’s super app transforms the BNPL giant into an end-to-end shopping hub,
enabling shoppers to use their instalment service at any
online retailer, whether they are partnered with Klarna or
not. PayPal’s super app offers an all-in-one financial and
shopping solution. PayPal CEO Dan Schulman said the
company wanted to provide customers with a “customized and unique shopping, financial services, and payments experience”.
In the emerging Middle Eastern and Central Asian markets, ZoodPay is one of the first super apps using BNPL to
enable financial inclusion across the region. It integrates
with a marketplace of merchants to offer instalment payments to the underbanked, both online and in-store.
The unique selling point of super apps is that they offer
an integrated, seamless, and efficient experience without
having to switch between apps. As competition heats up,
super apps will be a big differentiator in the BNPL industry.
To gain a competitive advantage and engage consumers
through the entire sales journey, the app must securely
and seamlessly interact with multiple partner platforms
and marketplaces and provide a fast and frictionless payment experience.
4. OPEN BANKING WILL TRANSFORM CREDIT RISK AND
AFFORDABILITY CHECKS
Most BNPL providers only complete a very basic credit
assessment, usually through a combination of soft credit
checks and previous repayment history. This will change
with impending regulatory oversight. In the UK, the Financial Conduct Authority (FCA) wants affordability to be fully
aligned with credit risk checks. The challenge will be balancing the risk against the customer experience.
Payment fraud systems must have the ability to analyse
data in real time and generate accurate credit risk predictions without sacrificing the merchant checkout experience. Enter Open Banking! Real-time access to customer
data, predictive analytics, and decisioning software will
enable BNPL providers to effectively assess consumers’
creditworthiness, while providing a frictionless customer
experience.
BNPL providers should develop an Open Banking strategy
and start building their platforms, partnering with thirdparty providers or making acquisitions in preparation for
regulation. Open Banking will transform the way credit
risk and affordability checks are done and enable BNPL
lenders to make more accurate affordability and lending
decisions.

CONCLUSION
Buy Now Pay Later is expanding across industries and
competing with banks for revenue share, and the time is
ripe for disruption. Banks and larger competitors, such as
global merchants, entering the BNPL arena must carefully
consider their market strategy and build compelling and
scalable business models to stay competitive.
Key to this is an engaging, customer-friendly app and integrations with shopping carts and other partner platforms.
For the big players, those entering the super app market
early will gain a competitive advantage – and those that
don’t will lose out.

All BNPL players must also be prepared to assess consumer affordability; for some, this will mean replacing legacy
technology with real-time risk analytics and decisioning
engines, using AI and machine learning. The use of Open
Banking APIs will also be instrumental in providing a fast
credit decision and seamless customer experience.
There are several industry trends and regulatory changes
driving this disruption, but I think the four discussed will
be significant in defining the next chapter of BNPL and its
global impact on consumer protection, customer experience, and financial inclusion.
Source: Endava

Thunes Partners with Clearpay to Enable Buy-Now-Pay-Later Options for its
100,000 Merchants
News: Thunes - MPE 2022 Silver sponsor
payments report, in the UK, the world’s third-biggest ecommerce market in approximation at £204 bn transacted
in 2020, it is estimated that BNPL will account for 10% of all
sales by 2024, when the overall e-commerce market will
be worth £280 bn.

Thunes, a global cross-border payments platform, announced today a partnership with the Buy Now Pay Later
(BNPL) services provider Afterpay Limited, known as Clearpay in the UK and Europe. Via this partnership, Thunes can
now offer Clearpay’s BNPL solution to their expansive network of gateways, merchants and marketplace partners.
In Europe, BNPL is becoming increasingly popular among
consumers and payment adoption is expected to have
a compound annual growth rate of 30.8% from 2022 to
2028. In the UK for example, according to a report, commissioned by Clearpay, and produced by Accenture in
December 2021, One in every £4 spent on fashion e-commerce, or 25% of fashion purchases in the UK, is now paid
with BNPL. Furthermore, according to the latest global

“There are many reasons why this partnership is so important for Thunes: BNPL solutions are seeing accelerated adoption and strong consumer demand. Moreover,
Buy-Now-Pay-Later solutions also demonstrate significant
potential for our merchants and partners: they provide
opportunities for revenue growth, enhanced customer experience, and overall generate positive economic impact.
And ClearPay is a market leader in this industry, offering
easy-to-use solution, so we anticipate significant demand
for their service from our merchants,” said Christophe
Bourbier, CEO, Thunes Collections.
Having acquired major Payment Institution Licences in Europe, Singapore and the UK, Thunes is able to offer global
merchants, marketplaces and payment service providers
the flexibility to accept and make cross border payments
with this new BNPL solution.
“In joining Thunes’ Payments ecosystem, we look forward
to unlocking even more value for merchants and consum-
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ers across the globe. As younger shoppers embrace BNPL
as a more convenient and safe form of payment, Clearpay
has proven to be the payment platform of choice for these
customers who are adverse to using credit products. Merchants too, have benefited greatly with improved basket

conversion, brand exposure and lifts in average order value,” said Aida Faivre, Country Manager, France, Clearpay.
Source: Thunes

Codebase launches white-label BNPL
product
Codebase's answer is the new BNPL component of its Digibank platform, which is ready-made and can be fully customised to allow firms to launch a BNPL offering in a few
months.
The product includes an integrated customer onboarding
process, detailed data on customer financials and insights,
automated decisioning across the customer lifecycle, customisable customer journeys, and more. The component is
also core banking agnostic.
Banking API provider outfit Codebase Technologies has
launched a white-label BNPL offering for banks, fintechs,
lenders, and merchants.
With BNPL soaring in popularity over the last year, many
banks and fintechs have begun scrambling to get in the
game, taking on dedicated providers.
However, Codebase argues that until now, companies have
faced two choices: build it from scratch or partner with an
existing BNPL brand. The former is costly and time-consuming, while the latter can require a loss of control.

Raheel Iqbal, managing partner, Codebase, says: "BNPL
providers are popping up worldwide and attracting huge
numbers of customers, and banks especially are feeling the
pressure. So, of course, they want to capitalize on this trend
to compete and give customers better and easier ways to
make purchases.
"Our BNPL solution gives them a way to address that and
launch their own BNPL offering quickly and cost-effectively."
Source: Finextra

BNPL fintech attracts $11.1 million,
unveils free services in the Netherlands
According to the recent Research & Markets report, the
Buy Now Pay Later (BNPL) sector in the Netherlands is expected to grow by 74.8% in 2022 reaching $7.6 billion. This
growth has been spurred on businesses moving online
and by the rapid advent of e-commerce. The pandemic has
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also helped propel the move to online. Looking ahead, the
BNPL payment adoption is expected to grow steadily at a
CAGR of 32.8% over the next six years.
Tapping into this segment, Dutch BNPL fintech business

in3 has brought in $11.1 million funding. The round was
led by Finch Capital. The funding will be used to further
build out the technology platform and continuously invest
in improved customer satisfaction.
The startup has also launched free BNPL services for consumers, starting in the Netherlands, through an innovative
partnership with global digital payments leader Worldline.
Through the partnership, the platform will provide them
with a technology stack that will allow both online and of-

fline merchants, who are part of the Worldline network, to
offer BNPL payment services to its customers without additional integrations.
Founded in 2018 as an antidote to the traditional BNPL
market, it is offering consumers the ability to pay for purchases in three instalments at zero costs: no interest or
transaction costs and without credit registration.
Hans Langenhuizen, CEO, in3: ““in3 offers BNPL to consumers without costs which effectively allowed people to pay
in 3 instalments within sixty days, with 0% interest. Because
of the term of 60 days, a registration in the credit registers
is not required. This gives the consumer the possibility to
buy what they want instead of compromising on quality
products. For example, you can buy that refrigerator at no
extra cost and then you have three salaries to pay for it.
Our merchants profit from in3 in their checkout as well. It
results in a substantial increase in transactions and importantly, a higher average transaction value.”
Source: Tech.eu

Barclays calls for more robust regulation
of all buy-now-pay-later products
Barclays is calling for more robust regulation of all buynow-pay-later products as new research suggests the
lack of consistent affordability assessments among short
term interest-free credit providers has led shoppers to
take on more debt than they can afford to repay*.
Consumers are taking out unregulated BNPL contracts
when they’re not in a financially stable position to do so,
with new research revealing that a quarter (24 per cent)
of BNPL users are concerned about their ability to repay
their BNPL bills. This figure rises to over a third (34 per
cent) among 18–34-year-olds. A further three in 10 (31
per cent) are overwhelmed by the amount coming out
of their account in BNPL bills.
When lending is regulated, robust affordability assessments are required on a customer’s personal financial
circumstances before the loan is approved. This helps
ensure that the customer is only borrowing what they
are comfortably able to pay back.
One of the pitfalls of unregulated lending is that these

thorough affordability checks are not required, and are
therefore not always carried out. As a result, customers
may be less likely to have sufficient funds available to
pay back borrowing on time.
Barclays’ research highlights that this lack of regulation
can lead to irresponsible lending, with people taking
out BNPL contracts when they have been rejected by the
regulated alternatives. More than a third (35 per cent) of
BNPL users admit that they chose to pay with BNPL because they had insufficient funds in their current or savings account to pay for their purchase, and 10 per cent
say it was because their applications for a credit card
had been rejected. Of particular concern, almost a quarter (23 per cent) of 18–34-year-old BNPL users have had
to reduce their spending on essential purchases like groceries, in order to keep up with their BNPL repayments.
The research suggests that one of the reasons for
mounting BNPL payments taking shoppers by surprise is
the relative ease with which they can accrue debt across
multiple providers, with almost half (47 per cent) of BNPL
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users admitting that they have had BNPL loans from different providers at the same time. Of those, three in five
(60 per cent) say they have had three or more concurrent BNPL providers. The average BNPL user is currently
paying off £293 in BNPL loans.
This highlights another drawback of the current regulatory framework, which is that unregulated short-term,
interest-free credit providers are not currently required
to report loans to the Credit Reference Agencies, which
means that a customer’s monthly BNPL repayments are
not always visible to other credit providers to factor into
their own affordability assessments. This can result in
further credit being extended to a consumer already
struggling with debt, compounding the problem.
More broadly, the research demonstrates that there’s
still a knowledge gap that needs to be addressed, with
one in 10 (11 per cent) BNPL users believing that if they
missed a payment, it wouldn’t affect their credit score.
This is despite nearly a fifth (18 per cent) of 18–34-yearold BNPL users admitting they have had their credit
score impacted due to missed BNPL payments.
The research also suggests that the frictionless nature of
BNPL as a way to pay encourages shoppers to overspend
with three in 10 (30 per cent) BNPL users between 18
and 34 saying the availability of BNPL has made them
shop without thinking, because it’s so easy to buy something in the moment and worry about repayments later.
Overall, 30 per cent of shoppers have said they regret
using it because they have bought more than they can
afford to repay. This number rises to 44 per cent among
18-34 year olds.
Antony Stephen, CEO of Barclays Partner Finance, said:
“It’s essential that the new rules around BNPL regulation
are fit for purpose and protect consumers from spiralling debt. Our research identifies the shortcomings of
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the best interests of consumers.”

unregulated shortterm interest-free
credit options and
highlights that people are still not clear
on the repercussions of not making
repayments.
Barclays
believes
all consumer credit
products should be
subject to the same
level of regulation,
to avoid an unnecessary two-tier regulatory framework
that goes against

“Many of the UK’s largest retailers choose Barclays as
their finance partner because they share our views on
the importance of putting customer outcomes ahead of
short-term profits. That’s why we’re calling for more consistency in the regulation, with a common framework
applying to all consumer credit products, and we are
hopeful that HM Treasury’s review will deliver this.”
Barclays Partner Finance has been providing regulated
point-of-sale lending products and services for many
years, offering interest-free and interest-bearing loans
at the point of need over a range of lending periods.
For example, in December the company extended its
partnership with Amazon to enable customers to pay in
instalments on purchases of £100 or more on amazon.
co.uk.
This new, flexible payment method, Instalments by Barclays, is a fully-regulated lending option where Barclays
carries out full credit and affordability checks, to ensure
consumers are only borrowing what they can afford.
As a responsible lender, Barclays treats all BNPL-type
lending as regulated, even where the product may fall
within the definition of unregulated BNPL, because we
believe it’s in the best interests of consumers.
Source: FFnews

Mobile Wallets

Will mobile wallets replace cash in the
future?
Blog: HPS - MPE 2022 Gold sponsor
The use of mobile wallets (also referred to as digital wallets) is a growing trend that has only increased due to
the pandemic. In general, high consumer demand is propelling these non-traditional payment methods, such as
digital wallets, buy now, pay later (BNPL), peer to peer
(P2P) and QR code payments. Could this unprecedented
demand for new payment methods mean that mobile
wallets will eclipse the need for cash forever?
Popular Payment Method
The popularity of mobile wallets can be seen in a number
of different regions. A recent HPS whitepaper, ‘The Next
Wave in Card Payments Technology in APAC’, showed that
by next year, digital wallets usage will surpass card usage in both Hong Kong and India (a 47% market share in
Hong Kong and a 38% market share in India). The same
study shows that in other major APAC nations, mobile
wallet usage is also predicted to grow from 2019-2023,
with market share set to increase by 8% points in Singapore, 7% points in Vietnam, 6% points in Indonesia and
4% points in Thailand.
These trends reflect the fact that many governments are
interested in reducing the rate of cash usage within their

respective countries. According to the Boku 2021 Mobile
Wallets Report, Saudi Arabia’s Vision 2030 strategy aims
to achieve 70% cashless payments by 2030, Japan continues to support cashless payments for tourists following
the Tokyo Olympics, and India’s 2016 banknote demonetisation resulted in Paytm mobile wallet adoption doubling from 140 million to 270 million users in about a year.
What is also interesting is the different manner in which
mobile wallets have developed over time in different
parts of the world. In North America and Western Europe,
card-based wallets are predominant, with the likes of
Apple Pay, Google Pay and Samsung Pay all connected
to an underlying credit card function. For the rest of the
world, stored value wallets take prominence. Stored wallets can be funded directly from a bank, and digital cash
can be converted back into bank notes via a multitude
of methods. Because stored value wallets use QR codes
at the point of sale, there have been recent regulatory
moves to promote national standards for QR codes. In
February 2020, for example, HPS rolled out a QR-based
National Payment System in Saudi Arabia in partnership
with SAMA (Saudi Arabia Monetary Authority).
Benefits of Mobile Wallets: the smoothest way to pay
The popularity of mobile
wallets is not surprising,
given the number of different benefits for customers, merchants, agents, and
distributors alike. Digital
wallets can remove friction caused by new European multi-factor authentication rules introduced
in 2021, known as Strong
Customer Authentication
(SCA). Issuers, in particular, recognise the value of
incorporating third-party
wallets to address payment
fraud and reduce SCA friction, according to the HPS
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OMDIA study, ‘Modernising issuers in a digital-first world’.
The untapping of data through the digitisation of payments and mobile wallets can also be hugely beneficial.
Businesses can benefit from newfound access to valuable
customer data, which can be used to improve marketing messaging and enhance customer services. Further,
digital wallets represent one solution for both in-store
and online payments, rather than having two separate
methods for each. This means that a single deep pool of
customer data can be uncovered, providing insights into
their customers’ behaviour, thereby giving retailers an
edge.

they provide consumers with a safe and convenient way
to pay, it is likely that governments will increasingly back
mobile wallet initiatives, such as QR code standardisation.
Retailers can then benefit, not only from the removal of
friction from card payments, but from the opportunity of
gleaning invaluable insights from customer data.
Overall, the pandemic simply accelerated the already existing trend towards uptake of mobile wallets. While the
introduction of a cashless society and further promotion
of digital wallets is an area for national governments to
decide upon - on a technology and popularity front at
least, there’s no stopping them.

Increased initiatives

Source: HPS

Because of the popularity of mobile wallets, and the fact

Fraud, Risk & Security

The Not-So-Obvious Costs of
Marketplace Fraud
Blog: Riskified - MPE 2022 Platinum sponsor
Online marketplaces have always encountered fraud from
both ends of the transaction. Sometimes, their users are
the victims – buyer and seller accounts are vulnerable to
takeovers and card-not-present (CNP) fraud. Other times,
users are the ones stepping into the fraudster role, deceptively filing chargebacks or publishing deceptive listings.
The days of just traditional fraud are long
gone – we’re living in
a sophisticated fraud
landscape where both
buyers and sellers are
gaming the system.
And with global online
marketplace growth
increasing every year,
these
eCommerce
platforms are experiencing new types of
fraud at a rapid pace.
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Marketplace fraud teams are actively working to protect
against known and emerging types of fraud, but some
fraud tactics aren’t as clear-cut. Visiting forums on both
the dark web and the clear one uncovers endless opportunities for fraudsters big and small.
The evolving framework of marketplace
fraud
From Etsy to Alibaba,
global online marketplaces are no stranger
to hacked accounts,
card-not-present
(CNP)
fraud,
and
chargebacks. But how
do these bad actors
obtain the information needed to make
a fraudulent move?
Let’s dive a bit deeper

into each to reveal what’s happening under the surface.

shoppers.

Accounts as a product

Abusing the rules of conduct

Most people don’t think of their online store accounts
as something that’s worth a lot on its own, but for fraudsters, they are valuable commodities. People who commit
accounts-as-a-product fraud will obtain customers’ login
credentials and sell them to the highest bidder. The fraudsters who sell this information will differentiate between
accounts that are not fully accessed (NFA) or fully accessed (FA). When an account is designated FA, it means
the fraudster has login credentials to the marketplace account AND the personal email address of the legitimate
account owner. This is highly valuable to fraudsters – using a legitimate account can fool the marketplace’s detection systems. Accessing the victim’s inbox lets them
receive the order confirmation without their knowledge.

Now that we’ve established the nuanced ways that buyers and sellers are cheating marketplaces and their lawabiding customers, let’s see how far the domino effect
of these fraudulent moves extends. The nature of online
fraud behavior is that fraud typically leads to more fraud.
For example, when a marketplace account is hacked, its
stored information can be stolen, and it can be used to
facilitate a variety of CNP fraudulent activities. But it can
also be sold to abusive marketplace sellers to create fake,
but seemingly legitimate, reviews for them. The damage to that marketplace’s brand and bottom line is compounded.

Marketplace fraud: Hacked Etsy accounts on telegram
Another form of accounts-as-a-product is selling access
to long-term marketplace seller accounts. These are jackpots for fraudsters. They can post fake listings and will be
more likely to collect money since more customers trust
well-established sellers. The cherry on top – these accounts often hold funds that the fraudster can cash out,
or at the very least, access to customer credit card details
for further gain or to sell to other fraudsters for a profit.

Sellers paying for fake reviews abuse the rules of conduct.
Even if their goal isn’t to scam potential customers, they
just want to pull a fast one on the marketplace by any
means, and this isn’t the only way they go about doing
it. Sellers on sites like eBay may create fake accounts to
drive up the bidding price for their own gain. Pushing legitimate buyers to bid more can lead to higher revenues
for that seller. It may not fall under the exact definition of
fraud, but everyone would agree it’s not quite right either.
And when such incidents are exposed, they drive a wedge
of distrust between marketplaces and customers.

Sellers buying services

The bottom line

Competition for business on marketplaces is high and
sellers rely heavily on user-generated reviews for growth.
As a result, sellers are increasingly turning to paying for
fake reviews. Sometimes fraudsters create a fake account to post the review, and other times, fraudsters use
a hacked account, which increases the legitimacy of the
posting. These fake reviews impact the rating of the abusive seller, but they also negatively affect any seller who
doesn’t game the system. The result is an unbalanced and
uncontrolled environment that may alienate good sellers
and damage the reputation of the marketplace.

Fraud never happens in a vacuum. Marketplaces are ecosystems ripe for abuse – and it comes at great costs. Instituting stricter decisioning rules on online transactions
may keep bad actors at bay, but will also lead to more
legitimate customers getting declined. Plus, complaints
about hacked accounts, refund requests, and other fraudrelated problems can inundate customer service teams
and lead to negative customer experiences that turn
good customers away. To tackle obvious and not-so-obvious forms of fraud, marketplaces need accurate, machine
learning-powered solutions that know fraud trends and
evolve with them.

Buyers buying services
Some marketplace shoppers will pay external fraud services to facilitate a full refund for their purchase. One
method, as seen below, asks the customer to initiate a
return and then generates fake tracking numbers to help
the customer capture their refund without actually sending any item back. From this example, we see that some
“best” practices include limiting the number of items and
their cost, and only targeting large sellers to make the refund request seem more legitimate. Customers may pay
a fraction of what their items cost for this service, making it a very cost-effective service for savvy, fraud-leaning

Author: Julia Millot
Source: Riskified
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Refund Fraud:
The next hole to whack the mole
Blog: Accertify - MPE 2022 Gold sponsor
During the holiday period I was able to take my kids to a
funfair, which I believe is called a carnival in the US – an
outdoor travelling fair that has rides, amusements, and
arcade games. One such game was whack-a-mole and my
children spent quite a lot of time (and my money) insisting they play this game to hit a score that would result in
them winning an oversized teddy bear.
Whilst this game was new to them, I feel this is a concept
we’ve been dealing with in the ecommerce fraud space
for years. I’ve always joked that whenever a new groundbreaking technology or new regulation focused on fraud
prevention and detection comes along, do fraudsters
look at it and think, “ok, it’s been a good run, but they’ve
got me now – time to take an early retirement”?…….OR,
do they just look for the next vulnerability? If Accertify’ s
experience is anything to go by, it’s normally the latter.
So what’s the next hole?
According to the National Retail Federation1, in 2021, US
retailers sold over $1 trillion of merchandise online, an
almost 100% increase in online sales, compared to their
2020 report2. Many retailers have spent years increasing
their layered approach to payment fraud prevention and
detection whilst ensuring they minimize false positives
and customer insult. Fraudsters have had to a step back
and determine the areas of weakness across the ecommerce life cycle. One specific area they found is around
the refund process.
This is a massive issue for retailers
Pre-pandemic, places like New York were experiencing
90,000 lost or stolen packages per day3 and in the UK,
this amounted to 5 million lost or stolen packages in
20204. There are many reasons why genuine customers
have their packages lost or stolen, from porch pirates5
looking for packages left on the doorstep to couriers being overwhelmed with the sheer volume of packages and
many getting lost during transit.
The NRF report also showed that 20.8% of all online purchases are returned and many retailers are now issuing
the refunds, telling the customer to keep the items6, as
they can’t handle the volume of packages coming back
to the warehouse and the costs associated with handling
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returns.
This proved to be an opportunity for fraudsters. Last
summer Accertify held a webinar on this very topic – refund fraud. A “customer” calls up a retailer, claiming their
package has not been delivered when, in fact, it had. We
uncovered that often this “customer” was a professional
refunder, advertising their services across many social
media platforms, offering refund guarantees for high
ticket items. The refunder will show an individual which
companies they can target, the items to buy and the maximum amount they can spend.
They will then make a genuine purchase within those
guidelines. There will often be nothing unusual about this
order and it will bypass any risk controls. Once delivered
(the professional refunder often advises that the customer doesn’t sign for the package – perfect in a contactless
COVID environment), the customer will contact the professional refunder and give them all the details about the
transaction – order number; shipping address; item; cost;
their email, etc.
The professional refunder will then contact the retailer,
often via their call center, and using a script they’ve created give the information to the agent and most often result in a refund being issued. They professional refunder
gets a fee for their assistance – approx. 10% – 15% of the
value of the good from the customer, who effectively gets
a $1000 laptop for a $100 fee.
The scam is straightforward due to the easy entry point
into the retailer – namely a call center agent, who is often
incentivised to minimize the length of time of a call and
to ensure the customer leaves happy.
So how do you stay protected?
Accertify has created a solution that helps retailers fight
refund fraud. Using state-of-the-art machine learning
technology, we work with our clients to ensure claims
are made online. This enables us to capture critical data
elements that can be fed into a model and compare underlying information from the original order to the refund
claim. In addition, by leveraging our rich community data,
we can see when a fraudster (or a customer) bounces
from retailer to retailer and prevent further attacks.

1.

So, whilst we can’t guarantee winning you a soft cuddly
toy, just like my kids, you can enjoy the newest version of
Whack-A-Mole with Accertify by your side.
Author: Stuart Mann
Source: Accertify

2.
3.
4.
5.
6.

NRF National Federation – Consumer Returns in the Retail Industry
2021 https://bit.ly/3LbjufV
NRF National Federation – Consumer Returns in the Retail Industry
2021 https://bit.ly/3LbjufV
New York Times https://nyti.ms/3It93CJ
The Guardian, 30th July 2021, Over 5m people in UK had parcels
lost or stolen last year, says Citizens Advice https://bit.ly/3iMpMqx
Wikipedia https://en.wikipedia.org/wiki/Package_theft
CNBC, 25 January 2022, A more than $761 billion dilemma: Retailers’ returns jump as online sales grow https://cnb.cx/3ulZ0uj

Emerging markets present unique fraud
challenges compared to mature regions
Blog: dLocal - MPE 2022 Gold sponsor
Carlos Palma, Lead Product Manager at dLocal, shares the
challenges of fraud detection in emerging markets. He recommends companies partnering with payment service providers to roll out strong fraud prevention technologies
Today, online merchants have a golden opportunity before
them to expand their presence to emerging markets where
consumers are spending millions of dollars on goods and
services. In 2020, the total addressable market for payins
(funds received by a merchant for a sale of a good or service)
was USD 445 billion across 31 emerging markets tracked by
Americas Market Intelligence and dLocal. But for as much
revenue opportunity as there is for merchants in these countries, so too is the risk for fraud.
Identifying fraud in mature markets is simpler because of the
payment methods used by consumers in Canada, Western
Europe, the UK, and the US. For example, credit and debit
card payment methods are typically the most popular payment methods in developed markets, with Americans using
card solutions for 55% of all payments in 2020, according to
the Federal Reserve Bank of San Francisco. However, the use
of alternative payment methods dominates the world’s fastest-growing markets, such as Africa, Asia, and Latin America.
As such, it can be more difficult to identify fraudulent behaviour in those markets.
Merchants are most familiar with credit/debit card fraud because card networks and processors penalise companies for
high chargeback rates. That is not the case with most alternative payment methods in emerging markets. Merchants
wishing to gain access to these countries should first determine if their current fraud defences are equipped to identify
anomalies in emerging markets. While fraud is less prevalent
with alternative payments, there are some extreme examples to keep in mind.

Latin America
Latin America, particularly countries such as Mexico and
Brazil, has emerged as a fertile region for fraud growth. This
region’s susceptibility to fraud is due to various factors, such
as a wide social disparity and loose anti-fraud laws.
One recent scheme targeting advertisement platforms involved the popular Brazilian alternative payment method
Boleto Bancário. How does it work? Fraudsters create an
account on a platform and sell goods like kitchenware, for
example. A consumer sees the ad for a set of pots and pans
being sold for USD 69.99, clicks to buy it, and a Boleto is sent
to complete the transaction.
The invoice itself appears legit since it displays the ad platform’s name. However, when the consumer pays the Boleto,
they never receive the items. Instead, the funds are credited
to a fraudster’s account. Such schemes are often difficult to
identify because, in most cases, the consumer doesn’t report
the incident. This is why it’s important for merchants to work
with trusted third parties to identify fraud trends.
APAC
APAC is another region brimming with opportunities for
merchants, but fraud challenges are also ripe, especially
with digital payments.
In India, for example, the cost of fraud for the industries surveyed by LexisNexis is 3.84 times the lost transaction value
on average. In a separate report about Hong Kong, LexisNexis shares that the cost of fraud is 3.61 times the lost transaction value on average. In both instances, the COVID-19
pandemic had an impact on rising fraud levels in the region.
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Many consumers conducting more remote purchases via
digital payment methods have only contributed to a fraud
increase in that area.
For example, online/web browsers in India account for
the largest source of fraud, according to the survey of 108
risk and fraud executives operating in the country. Mobile
browsers and apps also are significant sources of overall
fraud. In Hong Kong, identity-related fraud is top-of-mind
for financial institutions as they represent just under half
(42%) of fraud losses.
Sub-Saharan Africa
Africa has a longstanding reputation for being one of the
fastest-growing ecommerce markets in the world, particularly for countries in the Sub-Saharan region. As a whole,
Sub-Saharan Africa has 157 active mobile money services
and 548 million active accounts, according to the GSMA.
With so many active accounts, mobile money fraud is a given.
Because mobile money services grew in popularity during
the pandemic, so too did the agent networks that operators
use to help scale their business. In some cases, a mobile network operator will hire new agents with a minimum background check. Those agents are then compensated based
on the number of registered new clients that lead to active accounts. Such an incentive could lead agents to open
fraudulent accounts while skirting KYC laws. In fact, according to software company Subex, one such incident involving
the swapping of SIM cards in Uganda saw fraudsters drain a
total of USD 3.2 million from accounts.

Going forward
The payins opportunity in emerging markets is certainly
growing, and this trend will only continue to accelerate in
the coming years. dLocal and Americas Market Intelligence
predict that these regions will grow 27% annually through
2024, driven largely by ecommerce growth in areas such as
grocery, delivery services, and online gaming. As merchants
think about entering these markets, they need to ensure
their fraud configurations are up to the task of identifying
new types of fraud as they do business in new countries.
The answers might be in the data. Analysing transaction
data to find anomalies is an effective way to identify threats.
A combination of internal and external data sources is key in
helping to identify and stop fraud before it becomes a longterm problem in emerging markets. Therefore, it is recommended to partner with payment service providers with expertise in processing high volumes of local data from those
specific markets.
For instance, dLocal rolled out its fraud prevention technology, powered by artificial intelligence, with machine learning
algorithms such as XGBoost and deep neural networks. dLocal Defense checks in real time and under 100 milliseconds
for potentially fraudulent transactions. Each merchant and
industry have tailor-made machine learning models that are
retrained almost on a daily basis with petabytes of information on millions of transactions from emerging markets. That
enables merchants to grow their business, stop fraud, and
create more revenue from legitimate transactions.
Author: Irina Ionescu
Source: The Paypers

Fraud is evolving. So should your data security
Blog: Bank Of America - MPE 2022 Silver sponsor
Dynamic payment solutions help safeguard your business as well as your customers’ payment data.
The introduction and widespread adoption of financial
security technology for consumers and merchants has
led to huge strides in data security. Key to that has been
the broad implementation of chip technology and endto-end data encryption. However, these technologies still
can’t provide complete protection from fraud.

adept criminals have developed novel ways to evade fraud
detection. What’s more, many are shifting their attention
to card-not-present transactions such as online purchases, according to Christina Bradshaw, vice president, merchant fraud and identity services, Bank of America. In fact,
one report found that fraud is now 81 percent more likely
to occur online than at the point-of-sale.1 And according
to Juniper Research, card-not-present fraud could cost retailers more than $25 billion annually by 2024.2

Chip cards have reduced point of sale fraud, but the most

These evolutions in fraud demand a new generation of
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security solutions. “Fraud and cyber crime aren’t going
away — they’re getting more sophisticated,” says Craig
Froelich, chief information security officer, Bank of America. “That’s why the security industry, financial institutions
and merchants must continue to work together and apply the latest technology and thinking to keep pace.”
New ways criminals work
Today’s data thieves are using increasingly sophisticated
phishing (fake e-mail) and smishing (fake text message)
schemes to trick insiders into revealing credentials, passwords, protocols and system vulnerabilities, Froelich says.
That information can then be used to steal valuable customer data or payment information.
Fraudsters are also increasingly using account takeover
(ATO) methods and malware to take control of customer
accounts and user profiles during the online checkout
process in e-commerce transactions. The compromised
consumer accounts are then used to commit transaction
fraud against the merchant or are resold to other fraudsters.
After stealing personal and credit card data, by whatever means, one criminal may sell it to another, who then
uses it in fraudulent transactions. Such black-market data
sales also have become more sophisticated. For example,
cyber criminals have started to bundle stolen credit card
information from a single zip code and sell it in that area
to evade security systems that monitor out-of-area credit
card use.
The costs of a data breach
A single data breach can result in several types of financial damage. For instance, businesses might face penalties for noncompliance with Payment Card Industry Data
Security Standards and be required to reimburse issuing
banks for the cost of replacing cards that may have been
stolen from the business.
If a company suffers a breach in which 30,000 or more
cards have been compromised, it may be required to retain a forensic investigator to help pinpoint where the
breach happened and prevent future attacks, reports

Monica Kennedy, merchant specialist executive, Merchant Services at Bank of America. Merchants could also
have to hire outside legal counsel to help manage the response to a breach and advise them on their obligations.
Companies also may decide they need a PR firm to help
with public announcements about the breach and to develop and execute campaigns to win back public trust.
The expenses can add up quickly: The average cost per
lost or stolen record in a data breach is $150, reports IBM,
with a mega breach of 1 million to 10 million records having an average total cost of $50 million in 2020. Globally,
the average cost of a data breach is $3.86 million.3
What’s more, merchants with compromised data may
also incur considerable reputational costs. “Customers
lose trust in a business after a breach,” says Simon Nurrish, strategy and planning executive, Merchant Services
at Bank of America. “And canceling and replacing cards is
a hassle and disruptive to their lives.”
Evolving solutions
New security threats often require solutions that bring
several technologies into alignment. For example, even
more secure chip cards aren’t a cure-all, says Nurrish. “But
you can combine it with data encryption and tokenization to protect customer card data further,” he says. Tokenization — which retrieves credit card data using randomly generated one-time tokens — enables companies
to remove credit card data from their internal networks,
he says.
“Payment processors like Bank of America, which provide
technology-based solutions to merchants, are developing a broad, holistic view of fraud activities to see and
try to prevent both card-not-present and card-present
crimes,” Froelich says.
Examples of fraud solutions include:
Machine learning systems that can track fraud before
it occurs. Machine-learning software combs through
company and online data to identify characteristics of
fraud automatically. It looks for patterns in credit card
use, identifies anomalies in those patterns and flags the
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anomalies as potential fraud activity.
Integrated card-not-present risk solutions. These may
include ATO protection, vertical-specific risk services, and
one-time passcode (OTP), a protocol that requires customers to complete an additional verification step when
paying, typically entering a number or password sent to
their phone.
Remember that people play a key role, too
Holding ongoing conversations about new developments with security providers and payment vendors can
help businesses apply emerging technologies that suit
their size, industry and customer base. But a few basic
people-based measures from within can help thwart data
theft attempts. Here are three:
• Build fraud and cyber security awareness into your
company’s culture. If you make awareness of risks
— and best practices for mitigating them — a business-as-usual value, you and your customers will be
that much safer.
• Teach employees at the point of sale to search for
skimming and shimming devices by looking for illfitting card reader covers at the beginning of every

shift.
• Run training exercises and drills — covering scenarios such as a phishing attempt — so all employees
are familiar with fraud tactics and alert to them and
know the roles they are expected to play. This training should not be generic but should be specific to
your particular industry and your business’ operations.
Every company today must safeguard customer data in
the face of constant and evolving pressure from criminals.
Payment technology vendors are in a unique position to
help overcome that challenge. Discussions and checkins with your payments and security solution provider
can help you stay on top of today’s fraud trends and take
measures to prevent them, so you can f
Authors:
Christina Bradshaw | Vice President, Merchant Fraud
and Identity Services | Bank of AmericaCraig Froelich |
Chief Information Security Officer | Bank of America
Monica Kennedy | Merchant Specialist Executive | Merchant Services at Bank of America
Simon Nurrish | Strategy and Planning Executive | Merchant Services at Bank of America
Source: Bank of America

One year on from enforcement,
has PSD2 reduced fraud?
Blog: Forter - MPE 2022 Silver sponsor
Forter finds that fraud is still a problem after one year of
PSD2 enforcement.
It’s been almost a year since every merchant across
France, Germany, Italy and Spain — the EEA’s largest
digital commerce markets — started complying with
PSD2. Here at Forter, we analysed our data to determine
what merchants are doing to comply with PSD2, asking,
“has it reduced fraud rates?”
Origins of PSD2 and the use of 3DS
A key driver of PSD2 regulations has been the desire to
protect consumers against fraud by securing the digital
payments for Card Not Present (CNP) transactions with
Strong Customer Authentication (SCA) . According to
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the ECB’s 7th Report on Card Fraud, 80% of the value
of card fraud in 2019 resulted from CNP transactions,
reaching an estimated €1.50 billion in fraud losses..
SCA makes life more difficult for would-be fraudsters by
introducing customer identification checks at checkout.
While these checks can reduce fraud, they aren’t 100%
effective. Sophisticated fraudsters can still find ways
to get around two factor authentication (2FA), which is
typically enabled by 3-D Secure (3DS). One way bad actors bypass 2FA is by spoofing mobile phone numbers
to intercept the one-time passcodes (OTPs) needed to
verify transactions.
In the same way that not all fraud is blocked by SCA, not
all traffic blocked by SCA is fraud. Merchants are cor-

rect in their concern over the adoption of SCA because
of the significant friction it adds to the shopping journey. This friction is clearly hurting customer conversion
rates. Many legitimate customers won’t continue with a
transaction if it means physically getting up to answer
a 2FA request on their phone. Also, the 2FA challenge
presents customers with another opportunity to rethink
their purchase.
PSD2 allows many transactions to be exempted from
SCA, when a merchant’s PSP has an effective risk-analysis tool in place — one that determines when certain
transactions are low risk. This allows the merchant to
offer their customer a frictionless checkout experience.
The method of identifying low-risk transactions is called
Transaction Risk Analysis (TRA) and can be very useful

Those merchants optimising their exemptions by using
Transaction Risk Analysis (TRA) and multiple PSPs will
be able to more effectively navigate the headwinds that
PSD2 has started introducing to their business.
What does compliance look like?
The most common way for merchants to comply with
the SCA requirements has been to rely on 3DS with friction for in-scope transactions. 3DS makes the customer
validate their identity using: something they know (e.g.,
password), something they have (e.g., smartphone),
or something they are (e.g., fingerprint).The two most
common approaches merchants have taken to meet the
SCA requirement are sending every transaction to 3DS
or attempting to exempt every transaction from 3DS. Either of these strategies will produce suboptimal results.
Sending every transaction to 3DS means adding more friction to the
shopping journey than
necessary, inviting an
increasing number of
customers to abandon
their purchases, and
introducing the possibility of 3DS failure.

when navigating SCA requirements. TRA can be used
on transactions below €500 but only when the Acquirer applying the exemption has a low rate of fraud. For
transactions under €100, the fraud rate should be below
13bps (in other words, fewer than 0.13% of an Acquirer’s
transactions can be fraudulent). The larger the transaction value, the lower the allowed fraud rate. Even after
the Acquirer flags a transaction as exempt, following
TRA, the final say on whether to approve a transaction
(or not) sits with the Issuer. When it comes to exemptions, having more than one PSP to route different transactions can also significantly impact your overall transaction approval rate.

Attempting to exempt
every
transaction
wrongly assumes that
ineligible transactions
will only receive a soft
decline from the Issuer,
allowing the Acquirer
to reroute the transaction through 3DS. This
is not the case, and it
will increase the number of hard declines
received, not just soft
declines. Payment friction will lower shopping cart conversion rates and lead to an overall loss in completed
transactions and revenue.
Forter is the only partner that can help merchants recover declined transactions. Forter’s Smart Payments
solution recognises returning shoppers and applies 3DS
to the transaction if the shopper has failed in their previous transaction. We have seen a 6-7% revenue boost in
some instances from overall optimisation efforts.
3DS is a conversion killer, not an anti-fraud tool
Forter’s research shows that some merchants across
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France, Germany, Italy, and Spain,are losing almost 40%
of their transactions where 3DS is applied. These failed
and abandoned transactions will inevitably include attempted fraud that’s been stopped in its tracks, but it
begs the question: how many of these transactions are
legitimate?
The table below shows the 3DS abandonment rate
(where the user does not comply with the 3DS challenge
and abandons the transaction) and the 3DS failure rate
(where the user cannot complete the challenge, which is
sometimes due to technical failure). You can see that in
some instances, merchants are losing 26-39% of transactions where 3DS is applied. Not every customer will try
their transaction again, therefore this could represent a
significant loss of revenue to merchants.

As fraud pressures move abroad, 3DS follows
As fraud pressures move to non-EEA countries, we are
seeing the use of 3DS becoming more common across
the rest of the world. Australia, Turkey, Mexico, Thailand,
and Singapore have adopted, or are actively considering, SCA regimes. Even in the U.S. 3DS adoption has increased. In Q2 2021, 37% of CNP transactions in the U.S.
had 3DS protection, as opposed to only 10% in Q3 2020.
One of the more attractive features of 3DS is that the liability for fraudulent chargebacks shifts from merchants
to the card issuer. Chargebacks under 3DS 2.0 require
two criteria to be met: (1) that the transaction was successfully authenticated, and (2) that the filed chargeback is fraud-based.

Sometimes legitimate shoppers fail the 3DS challenge
because of false declines, which can happen because
of human and technical errors. For example, a customer
might input the wrong passcode or not receive the OTP
before it expires, resulting in a false decline. One survey
found that 33% of shoppers will never shop with a retailer again after experiencing a false decline. Our research
revealed that merchants can lose up to 75x more revenue to false declines than they do to fraud.

As previously mentioned, if a merchant applies 3DS to
all transactions, their conversions will fall, likely resulting in lower revenue and profit. However, the merchant
can use technologies, such as Smart 3DS, which applies 3DS only when necessary. Smart 3DS detects cases
where 3DS is likely to result in declined authorisation
and will recommend not proceeding with an exemption
on those transactions. This allows merchants to create a
frictionless shopping experience wherever possible.

The end of fraud?

Has PSD2 reduced fraud?

PSD2 isn’t a silver bullet when it comes to fraud. When
bad actors encounter barriers to one type of fraud, they
will focus their attention on other fraud. Their incentive
or motivation for committing fraud — their fraud pressure — will change.

PSD2’s impact on fraud has been mixed. First, the SCA
requirement adds security to CNP payments (and friction to the shopping journey), but it doesn’t prevent
all forms of fraud. Second, given the high number of
failed and abandoned transactions we’ve seen, merchants have undoubtedly seen scenarios where they’ve
lost more money because of failed and abandoned 3DS
transactions than fraud. Finally, we have seen fraud
pressure move elsewhere — geographically and by vector — but not reduced substantially as a whole.

We compared data from PSD2 pre-enforcement (2020)
transactions to post enforcement (2021) transactions
and found that alternative payment methods (APMs)
such as gift cards have received 60% more fraud pressure from fraudsters year-over-year (YoY). In addition,
item not received (INR) returns have seen a 30% increase
in fraud pressure.
It’s clear that when one route to fraud is shut down,
fraudsters will shift their focus to other vulnerabilities —
which means now more than ever, merchants need to
examine and protect the whole customer journey.
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PSD2 has introduced friction, not a complete solution
for fraud.
Authors: Lincoln Taylor
Source: Forter

POSitivity 39

ID & Biometrics

FEITIAN Releases New Generation Biometric
Multifunction Power Card
News: Feitian - MPE 2022 Silver sponsor
Hardware Features
The Biometric Multifunction Power Card is embedded
with an e-ink display, a fingerprint sensor and a navigation touch wheel. The built-in EMV chip and secure
elements allow the card to run any small program with
guaranteed security. Multiple interfaces are supported,
including contact (ISO 7816), NFC contactless (ISO 14443
compatible), USB (via a sleeve holder), BLE, and optional
Mifare.
Ultimate Security
FEITIAN Technologies, a world security technology leader and member of EMVCo Board of Advisor today announced the release of the New Generation Biometric
Multifunction Power Card.
Portability and Convenience
The card is exactly the same size as a standard credit card
and fits perfectly in the wallet. Thanks to the unique feature of its Java card structure, end users can install various
applets on the Biometric Multifunction Power Card easily
and freely.

In addition to the integrated fingerprint sensor, the Biometric Multifunction Power Card supports FIDO2, FIDO
U2F and TOTP by default, with more upgrades coming
soon, such as PIV, password manager and encrypted wallet. All in all, the ultimate goal of the F4000 is to secure
digital life, eliminate passwords and prevent any attacks.
"As a ground-breaking icon in the field of smart card research and development, the FEITIAN Biometric Multifunction Power Card unveils a new era of authentication,
making smart cards even smarter and more powerful."
said Mr. Yan Yan, Vice President of FEITIAN Technologies.
Source: Feitian

Global Payments Trends

Top payment lessons for APAC
Perspective: BPC - MPE 2022 Silver sponsor
40 POSitivity

Payment trends in APAC have been evolving at an exponential rate. Terry Paleologos, COO at BPC APAC, describes
how consumer expectations inspire banks and financial
institutions to provide new opportunities and tackle challenges with the help of fintechs
It is a very exciting time for payments in APAC as the
region is at the forefront of the race towards a cashless
world. Each country within the region has consumers that
have adapted to a certain way of buying and making payments. The organisations that successfully identify and
implement these preferences are in for long-term growth.
The deep penetration of mobile devices has led consumers to move away from traditional ways of commerce
making trends such as digital wallets, and QR payments
to keep moving forward.
While banks and other financial institutions work simultaneously to provide the best to their customers, what is
definite is that digital transformation of payments is an
indefinite process. Among many trends that will arise,
here is what we can certainly expect:
1. The cherished super apps: the upsurge of tech giants has made consumers evolve in terms of how
they like to receive their financial services. The region is seeing a mass migration to the ‘super apps’
lifestyle platforms which provides them the convenience of having access to multiple commodities
under one umbrella. Along with making purchases,
it is also allowing them to chat with friends on social
media, order food, and take loans. A leading super
app such as WeBank, for example, is currently serving over 200 million users, just five years after their
launch. Alibaba’s MYBank is also in the race, with 20

million SME customers.
2.
The cryptocurrency
boom: as the mobile adoption
and cryptocurrencies are becoming widespread within the
region, many Asian countries
are creating their own Central
Bank Digital Currencies (CBDCs).
The Chinese digital Yuan is already being traded for cash at
over 3000 ATMs all across the
country, whereas Vietnamese
citizens have been using cryptocurrencies for remittance payments and rank second in the
world when it comes to crypto
usage. The Bank of Thailand is
also all set to begin testing for
their digital Baht after listing the
services of Giesecke & Devrient.
Moreover, even though Singapore may not have disclosed an official time to go
live with their digital currencies, the Central Bank
has been gathering suggestions from financial institutions, fintech companies, and other players in the
ecosystem.
3. QR code payments and e-wallets: in APAC, consumers are very indulged in the idea of e-wallets
as they are attracted by the concept of being able
to make quick payments to merchants. Tech giants
such as WeChat Pay, Alipay, PhonePe, Paytm, Gopay, and RuPay are active members in constantly
increasing the trend of e-wallets by introducing
new offerings. Thanks to seamless experiences, QR
codes are also convenient for making payments,
placing orders, and tipping workers. Looking at the
pool of opportunities, Mastercard has also created
QR codes that are offering a global interoperability.
4. Credit cards will change forever: as payment
trends continue to evolve, older patterns need to
advance in order to keep up with the opportunities.
Financial institutions continue to shape the future
of credit cards by adding rewards and loyalty programs as part of a user’s day to day experience, by
adding cash back to something as simple as their
grocery shopping. Various card offering by issuers
will continue as they tap into the most fundamental
needs of a consumer’s life.
5. Embedded finance: when we talk about speed,
convenience, and personalisation – which is a brief
of everything mentioned above – embedded finance cannot be left behind. The rise of embedded
finance by non-financial third parties is proof that
multiple players are involved in creating a one-stop
experience for users. A great example of a booming APAC platform is Grab – a company that started
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as a ride-hailing service, and then continued with
food delivery services. Currently, the app provides
embedded services such as loans, insurance, and investment options.
The road ahead
As customer preferences keep evolving, financial institutions are in a constant pursuit of the right partner that
understands the pain points and help them accelerate
this digital transformation journey. Many banks and other
financial institutions in APAC are opting for a Payment-

as-a-Service (PaaS) model by using API-based platforms.
Many experts are labeling PaaS as the ‘end game’ for payment services, as its cloud-based capability provides cutting-edge technology on a pay-as-you-go basis.
The ones that understood the road ahead have jumped
on the bandwagon and are currently serving customers
with personalised experiences. For a fairly noticeable reason, digital transformation currently sees no dead end
within the Asian Pacific region.
Source: The Paypers

POS Terminals

Computop and EVO certify terminals
for international card acceptance
News: Computop - MPE 2022 Silver sponsor
Bamberg and Cologne, Germany, 12 January 2021 With
the successful certification of POS terminals, global acquirer EVO Payments and global payment service provider Computop are taking their cooperation to a new
level. By making a joint offering they enable merchants
to use unified POS terminals across Europe and connect
them to their e-commerce business on a unified payment
platform.
UNIFORM ACQUIRING FOR 46 COUNTRIES
Omnichannel and internationalisation are at the top of
the agenda for many merchants. But especially in physical retail outlets their plans can be challenged by national
regulations, for example in the selection of the acquirer.
Thanks to the certification of the Next terminals from
CCV, acquiring by EVO Payments is now available to Computop customers in 46 countries and overseas territories.
With the terminals certified according to the PCI P2PE
standard, payment data is highly encrypted "end-to-end"
which improves security and relieves merchants from the
need for their own PCI certification.
Customers of EVO Payments, whose payment processing
already ran via Computop Paygate, can use these termi-
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nals to merge transactions from all channels - their physical trade as well as their online business. This way, they
can be processed and analysed in combination with the
data from the settlement files. This makes offers such as
Click & Collect or Return-in-Store possible, not only on
the ERP side but also on the payment side.
Stephan Kück, Managing Director of Computop, said: "We
are pleased to be able to offer our customers a powerful
acquirer for the Europe-wide rollout of our POS terminals
with EVO Payments. This extension is particularly attractive for our Non-European customers.“
"The certification is an important step with which we not
only deepen our existing successful cooperation with
Computop, but also create valuable synergy which will
benefit equally our customers and Computop's customers. Integrated technology solutions like this simplify the
transaction processing of merchants across all sales channels and are an important step towards strengthening
our international network," explains Anna Bejaoui, General Manager at EVO Payments International.
Source: Computop

2022, a promising year for the SoftPOS
space
Blog: dejamobile - MPE 2022 Silver sponsor
The first quarter of 2022 has been rather eventful within the SoftPOS space. In January, PCI has announced a
30-day request for comments (RFC) period for the new
Mobile Payments on COTS (MPoC) standard inviting its
Mobile Taskforce members as well as PCI-Recognized
Laboratories to provide feedback on the standard. Following this, in February, Apple unveiled its new service
Tap to Pay on iPhone intending to allow merchants in the
US to accept NFC payments on their iPhones later this
year.
Both announcements mark significant milestones for the
in-store payments industry, shaping the future of software-based payment acceptance. We’re going to try and
unpack this in a little more detail.
The upcoming PCI MPoC standard
Let’s start with the PCI MPoC standard and why it is so
important and greatly anticipated by the industry. As
we all know, traditional payment terminals have been
equipped with a PIN pad for decades as it adds another
layer of security. Of course, since the majority of cardpresent payments are contactless nowadays we are no
longer required to enter a PIN as often due to higher
contactless payment limits or in the case of using digital
wallets (e.g. Google Pay or Apple Pay) where cardholder verification is performed on the cardholders’ device.
However, when it comes to payments using contactless
cards, there are still several scenarios when a PIN is required, for example, high-value payments (payments
above £100 in the UK or €50 in most EU countries) or
when a Contactless limit counter – cumulative amount
or number of Contactless payments – is reached. As long
as many consumers still rely on contactless cards, it is
clear that PIN entry must be supported by Software POS
solutions that aim to provide merchants with an alternative way to accept contactless payments, especially if
SoftPOS is the only tool in their arsenal.
This is where the PCI MPoC standard comes in. Among
many other exciting things, it will enable MPoC certified
apps to accept payments where a PIN entry is required.
On top of that, the standard will provide more flexibility
for developers to collaborate due to the modular certification approach that will be introduced by the MPoC
standard. As a result, the PCI MPoC standard will no
doubt remove some of the barriers for market entry and

increase trust within the payments industry for softwarebased payment solutions in general. After all, PCI SSC
is one of the most well-known standardization bodies
within the payments industry and by writing a standard
dedicated to Software POS, they are effectively placing
their seal of approval for the existence and future growth
of such solutions.
The arrival of Apple in the SoftPOS space
Moving onto Apple’s announcement of Tap to Pay on
iPhone. While most industry experts already saw this
move coming, it’s nonetheless a significant milestone
for the industry. First of all, Apple iPhone continues to
be a leader when it comes to smartphone market share
therefore it’s important for the industry as a whole that
software-based payments are not limited to the Android
platform. Next to that, Apple iPhones are perceived to be
highly secure and trusted by consumers globally, making them an excellent marketing tool to normalize this
rather new and at times alien concept of accepting NFC
payments on consumer-grade devices. Looking back to
2014, Apple Pay gave arguably the biggest push for the
adoption of digital wallets back then, even though a similar concept was already available on Android devices. In
addition to this, Apple hinted at a possibility of a more
open ecosystem where third party developers could use
Tap to Pay on iPhone to develop their own end-to-end
solutions.
So with the two announcements linked together, the
future of software-based payments is starting to look
more and more promising. On one side we have the seal
of approval from the regulators creating a much-needed
framework and standardization for the mass adoption of
the technology, and on the other side, we have a tech giant that buys into the new trend, giving the technology
an additional spotlight and endorsement. Furthermore,
with the modularity of PCI MPoC standard and a somewhat (hopefully) open ecosystem on the IOS platform,
merchant service providers will have an opportunity to
equip their merchants with in-expensive yet tailored and
fit-for-purpose payment solutions, no matter the size,
vertical or nature of the merchant’s business.
Author: Pavel Vasilyev
Source: dejamobile
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OPEN BANKING READINESS INDEX
THE FUTURE OF OPEN BANKING IN EUROPE

Introduction

OBJECTIVE OF THE REPORT

Open Banking first went live in 2018 in the
UK as a means of allowing secure access
to and control of consumer banking and
financial accounts through third-party
service applications. This new approach
has the potential to reshape the
competitive landscape and consumer
experience in the banking industry.

The objective of this report is to provide an Open Banking readiness
status for ten selected European countries in March 2021. Our report:
• describes common elements between these different approaches
at a country level
• highlights the differences between Open Banking implementations
at a country level
• identifies the more advanced regulatory regimes with regard to

In 2018, the adoption of the revised payment services directive,

Open Banking

PSD2, set the stage for Open Banking across Europe. Coming

• assesses Open Banking readiness at a country level

into force in September 2019, PSD2’s Open Banking mandate

• outlines notable account-to-account (A2A) payment service

provides open access to customer payment accounts. From a

scheme initiatives at a country level

legal perspective, PSD2’s framework enables Open Banking by

Each of the brief country reports below provides insight into that

permitting bank clients and businesses to use third-party service

country’s individual Open Banking characteristics, the status of

providers to manage their finances.

digital A2A payment schemes, and the country’s Open Banking
readiness in March 2021, including:

In practice, Open Banking in Europe uses Open API technology
to enable third-party service providers and banks to build new

• overview characteristics

customer centric financial applications and services. At the same

• digital banking Infrastructure readiness

time, bank clients have made their smartphones the centerpiece

• notable Open Banking details in the country

of modern living and digital banking, which challenges European

• Open Banking Readiness Index position

banks to focus on improving the bank client's digital experience.

• selected case studies regarding successful digital payment
service scheme initiatives

Three years post UK go-live in early 2018, and 18 months after the
Open Banking provisions of PSD2 came into force, Open Banking

In particular, the report provides insight into the different individual

is playing a significant role in stimulating innovation in financial

approaches taken by ten European countries:

services, implementing immediate payment services, and
launching digital payment service schemes enabling payments

• The UK – a post-Brexit strategy to build a world-leading digital

directly from bank accounts.

Open Banking ecosystem
• France, Italy, Spain – Open Banking as a vehicle for digital

Across the continent, all European countries are now home to

transformation of domestic payment ecosystems

either regulator-driven or industry-led open banking initiatives

• Germany – a collaborative German-specific approach to the

and new digital payment service schemes which extend digital

development of Open Banking

banking services to merchants and P2P money transfers.

• Denmark, Norway, Sweden – the Nordic collaborative models and

However, European countries have each forged their own path

• Poland, Hungary – Open Banking as a vehicle for leapfrogging

the P27 initiative

to the implementation of Open Banking. This report compares

away from legacy banking infrastructures

selected European markets in terms of their regulatory readiness
adopting the PSD2, their Open Banking API readiness, the digital
infrastructure readiness, and notable Open Banking innovation.

5

Read full report here

The 2022 Global State
of Cross-Border Commerce
Report: Rapyd - MPE 2022 Platinum sponsor
competitors. Other reasons to prioritize cross-border commerce
include an awareness of new opportunities outside existing markets (57%), requests from prospects outside of current markets
(42%), existing markets are fully
penetrated (33%), sales decline in
existing markets (26%) and experiencing an economic slow-down
(24%).

Rapyd Research Finds that 93% Of Businesses are Prioritizing Cross-Border Commerce in 2022
Customer acquisition, risk management, and local payment solutions are the top operational challenges
Rapyd, a global Fintech-as-a-Service company, today
published a new report
"The 2022 Global State of
Cross-Border Commerce" to
assess the level of organizational readiness amongst
businesses for cross-border
commerce. Expected to
reach $153 trillion globally,
growing at 5% CAGR, crossborder commerce is a high
priority in 2022 for 93% of
the businesses big and small
surveyed across the United
States and Europe.

While the opportunity to sell
and buy cross-border has clearly
gained prominence, organizations
of all sizes and industries are faced
with a multitude of barriers as they
seek to penetrate international
markets. New customer acquisition is the biggest operational challenge according to 36% of businesses, followed
closely by risk management at 35%.
Simultaneously, cross-border decision-makers clearly indicated that managing data security risk (52%) and the
ability to accept local payments (49%) are most impor-

The reasons driving companies to pursue cross-border
commerce vary, but more
than half (51%) of businesses
surveyed believe cross-border commerce is necessary
simply to keep up with their

POSitivity 47

tant for growing their cross-border commerce. There is
no denying that cross-border commerce is exploding,
and while businesses large and small acknowledge it is
a priority, there are serious operational challenges that
many organizations need to resolve in order to reap the
benefits of this massive opportunity," said Arik Shtilman,
CEO and Co-Founder of Rapyd. "Of the 52% that ranked
risk management as most important for cross-border
growth, only 27% of those businesses have succeeded
in fully implementing a solution. This gap exists across
our findings, that despite businesses knowing what they
need to do, they have yet to implement the critical tools
necessary to successfully access billions of new customers around the globe."
Other key findings and recommendations in the report
demonstrate necessary business practices such as:
• Localizing digital experiences is critical to conversion: From website content with language translation, currency presentation, and customer support
teams to accepting local payment methods of all
kinds, localization will significantly improve cus-

tomer experience and build the local credibility and
trust required for conversion.
• Outsource risk management to specialized vendors:
A leading concern for businesses considering crossborder expansion is the numerous risks involved.
Businesses can reduce this burden by working with
vendors and partners that specialize in areas such as
security, fraud, ID verification, and more.
• Integrate cross-border initiatives into an overall
business plan: When planning and implementing
cross-border initiatives, organizations should consider where else these practices can benefit their
business.
• The report is based on a survey of over 900 crossborder commerce decision-makers at both SMBs
and large enterprises from a broad set of industries
across the US and Europe. The full report can be
seen here.

Ecommerce is outgrowing
card payments — here's why
Report: Truelayer - MPE 2022 Gold sponsor
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Card payments have been incredibly successful at driving
global commerce over the last century, but they weren’t
designed for digital commerce. They were invented in the
1950s by a businessman who forgot his wallet in a restaurant.
Consider the last time you made a card payment online.

and through the pandemic we’ve seen the momentum
build. As commerce continues to shift online, we need
payment methods that enable innovation and businesses
to flourish.
Enter open banking payments
In 2015, policy makers in the UK and Europe
brought in open banking and it is already underpinning much of the payments innovation
we are seeing today.
Open banking enables customers to pay
straight from their bank account at checkout,
instead of using a card. It involves fewer intermediaries, which minimises cost and friction.
Payments settle instantly and authorisation
rates are high. They’re incredibly safe since
card details are not shared.
They’re also easy to use: you just need a mobile phone and a bank account.

Maybe you searched for your wallet. You probably had to
type in your 16 digit card number, expiration date and
CVV code – or had to accept risk by trusting a website to
store them (there were £574 million of unauthorised card
payments in the UK in 2020, according to UK Finance).

Refunds, a huge issue for retailers, have often been considered the Achilles heel of open banking, because they
were not included as an original feature. But open banking providers like TrueLayer have changed this, making
refunds as instant as the initial payment.

Perhaps you had to confirm your identity several times
(because of new Strong Customer Authentication measures, implemented badly). If you were lucky, your payment didn’t fail (5–15% of card payments fail). And how
many of your online subscriptions have been paused because of cancelled or expired cards?

Open banking is still evolving as a payment method –
and we have some details to figure out. But it is the best
opportunity the industry has to create a fair payments
framework for businesses, which delivers a better experience for customers.

We’ve gotten used to these experiences, but the truth is
that cards are old form factors that have been retrofitted
to digital commerce. The result is poor user experience,
operational problems, high fees and fraud.
But it’s more fundamental even than that. It’s a business
model problem. There are seven parties involved in every card transaction: the customer, the payment gateway,
the card scheme, the payment processor, the merchant’s
bank, the merchant and the customer’s bank. And often
others too (payment facilitators, checkout providers, dispute management systems and so on). That means more
cost, more complexity and more points of failure.
Tokenisation and wallets like Apple Pay have papered
over some of the cracks in payments experience, but
they’re built on top of the same old, costly, complex card
infrastructure.
Digital commerce is unstoppable in the UK and Europe,

You can read more about the rise of open banking at the
end of this report. I hope you find this guide useful – and
we’d love to hear your feedback.

Read full report here

As commerce continues to shift
online we need a payments system that enables innovation and
businesses to flourish
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Payments without barriers: Focus on Denmark
White paper:
Banking Circle - MPE 2022 Silver sponsor
In our latest white paper, ‘Payments without barriers: Focus on Denmark’, we delve into the opportunities and
challenges for cross-border trade in the country.
While slow settlement times and high costs are a common barrier for businesses wanting to trade in smaller
markets, improved direct clearing via the Danish National
Intraday Clearing System is allowing businesses to tap
into the market opportunities in Denmark and benefit
from faster, lower cost payments and collections. However, there are still barriers when it comes to trading with
businesses and consumers in Denmark.
Key findings of the paper include:

0.8% of GDP, according to the Danish Central Bank
• Business-to-business transactions account for 27%
of that total, or Danish Krone (DKK) 4.2 billion
• Denmark has the second-highest electronic payments penetration rate in Europe, and the total
volume of digital commerce grew by almost 30% in
2020 alone
• However, 37% of companies transacting in and out
of Denmark are looking to improve their trade settlement times – 10% higher than the average across
Western Europe

Read full report here

• The total cost of payments in Denmark is around

How Payments Can Improve Customer
Experience
White paper:
Discover Global Services - MPE 2022 Silver sponsor
Opportunity Spotlight
Displace cash to drive financial inclusion online.
The number one growth opportunity in digital payments
continues to be cash displacement. More than half of respondents (55%) have used cash in the last 90 days, rising
to three in four (75%) in Ecuador. More than one in five
(21%) selected cash as their preferred in-store payment
method, rising to over one in four (28%) in LATAM.
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Sparse bank access, impeding regulations, infrastructure
challenges and lack of non-cash payment acceptance can
be barriers to cash displacement, particularly in emerging
markets such as Latin America. Numerous payment providers have emerged to facilitate digital cash transactions
(e.g., Boleto in Brazil), and merchants seeking to court
online consumers in emerging markets should consider
partnerships to better serve their clientele.
Increase e-commerce growth by enhancing security
and fraud-prevention education for both merchants

and consumers.
As e-commerce ramps up, so does the need for advanced
fraud-prevention technologies. Merchants must stay up
to speed on the rapidly evolving fraud landscape while
educating their customers about the safeguards in place
to protect them. Failure to do so can damage consumer
trust and loyalty. Consider that one in three consumers
(33%) feel more secure paying for things in-store than
online, which highlights a need for increased security
awareness regarding shopping/paying online.
Merchants should also actively inform consumers about
how their information is being used for authentication/
verification purposes. Interestingly, we found that consumers are reasonably willing to go through additional
steps at checkout for enhanced security: 40% were very
willing, and another 50% were somewhat willing. While
70% of merchants said they view EMV 3D-Secure and
network tokenization favorably, 14% view these payment
technologies unfavorably, and another 15% and 17%, respectively, said they are unfamiliar with these technologies. This highlights a need for further education about
the benefits of EMV 3DS and network tokenization, particularly with smaller merchants and card-present merchants, which were more likely to be unfamiliar with these
technologies or view them unfavorably. Our research also
indicated an opportunity for more education on Secure
Remote Commerce (SRC) for small businesses and in markets where it’s not yet available.
For merchants in countries where SRC is not yet available,
nearly two-thirds (62%) were very interested while another quarter (26%) were somewhat interested but wanted
more information.
Double down on loyalty programs through new use
cases to drive consumer engagement and loyalty.
More than nine in 10 (93%) consumer respondents are
members of at least one loyalty program, and roughly
two-thirds have more than seven loyalty program memberships. Our survey demonstrated the effectiveness of
these programs; 78% indicated that the availability of a
loyalty program somewhat or significantly increases their
likelihood to shop with one merchant over another.
This was particularly the case for Millennials (84%), digital
payment power users (90%), digitally advanced consumers (90%) and respondents in Asia (89%).We saw reasonably high interest in next-generation loyalty and card
experiences. More than half (54%) of respondents were
strongly interested in having their loyalty card linked to
their payment card to enable reward point collection/redemption, particularly Millennials (63%), digital payment
power users (73%), digitally advanced consumers (73%),
and respondents in Asia (69%) and LATAM (66%). We saw

quite a bit of interest in having a payment card that can
execute payments in installments (44%), particularly in
LATAM (68%). There is also notable interest in using payment cards to store additional credentials such as gym
memberships, room keys and access cards.
Support the growth of the gig economy with flexible
payout options.
We saw noteworthy consumer participation and interest
in the gig economy (e.g., working for ride-sharing and
food-delivery providers), with nearly one in five respondents participating in the gig economy in the past year,
and another 10% interested or considering participating.
Digital payment power users (32%) and Millennials (26%)
were the segments with the most participation, and Gen
X (18%) had the most interest in participating. Emerging
markets indicated the highest participation levels, with
Asia leading the charge. Consumers are attracted to the
flexibility the gig economy provides, and merchants that
operate in the gig economy segment can respond by
providing payment services that increase the flexibility
of this unique employment model further. We see a specific opportunity in this segment pertaining to real-time
payouts, such as after a job or shift is completed. Three in
four consumers (75%) indicated that the ability to transfer/receive funds instantly would significantly improve
their customer experience. This was particularly the case
for Millennials (85%), who have the highest participation
levels in the gig economy.
Harness AI/ML to drive more online shopping through
personalization and enhanced support.
Nearly one in five consumers (19%) said they prefer instore shopping because they can receive better advice on
how to use the product and what accessories to pair it
with, and another one in five (21%) preferred to receive
assistance from a sales associate before purchasing a
product. This highlights an opportunity for AI/ML to provide more personalized recommendations online and
through live video support to drive more e-commerce
traffic. Leveraging transaction data can be a key input
into AI/ML models to power recommendations (e.g.,
items commonly purchased together) and create visibility into cross-channel purchase history.
Authors:
Jordan McKee, Principal Research Analyst, Customer
Experience & Commerce
McKayla WooldridgeAssociate Analyst, Customer Experience & Commerce

Read full report here
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Opportunities for cross-border trade in
Denmark: Whitepaper
White paper:
Banking Circle - MPE 2022 Silver sponsor
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How can Payments businesses, Banks and Marketplaces
support customers that want to sell in Denmark?
As a tech-first Payments Bank, Banking Circle has added
direct clearing capabilities for DKK. By connecting to Denmark’s national intraday payment system, we are reducing
friction for Payments businesses, Banks and Marketplaces
by giving them access to faster, cheaper collections.
In addition, through the Banking Circle Payments On Behalf of (POBO) and Collections On Behalf Of (COBO) so-

lution, our clients can offer their customers payments in
their own name rather than that of the Financial Institution used to send the payment. This allows for scaling of
accounts, while delivering faster on-boarding, improved
payment infrastructures, more ownership of payments,
and smoother reconciliation.

Read full report here

Online Merchant Perspectives Fraud &
Payments Survey 2022
Survey:
Ravelin - MPE 2022 Silver sponsor
It’s fair to say that
2021 was another
turbulent year for
ecommerce.
New
Covid
variants
emerged,
causing
staggered recovery
across the world. Despite the tentative
return of in-person
buying, ecommerce
continued to boom,
and it became clear
that the digital shift
isn’t going anywhere.
But with rising digital sales came increasing fraud attacks.
New types of fraud are emerging, as fraudsters continue
to hone their methods, take advantage of weaknesses
caused by the Covid outbreak, and explore tactics that
side-step 3D Secure.
In the new report, we’ve surveyed a whopping 1700+
fraud and payment professionals, making this the largest and most definitive view of ecommerce merchants in
2022. We compared this data to results collected in our
2020 survey report to show you how the landscape is
changing, and what you can expect next. It provides insight on fraud trends, tools, budgets, disputes, payments

and more.
So how has your experience of fraud
changed over the
year? What impact
have regulations like
Europe’s PSD2 had
on fraud and conversion rates? You’ll
have to download
the report for the full
results, but here are
some highlights…

pact on ecommerce

Covid-19 has had an
overall positive im-

Would you say the Covid-19 outbreak has had an overall
positive or negative impact on your business? We asked
survey respondents, and the majority said it’s been positive. In 2021, almost 20% more merchants have adopted
a positive outlook since 2020.
Order volumes are still high for most industries
Order volumes are increasing for 50% of merchants. Subscription and Digital Goods merchants in particular are
seeing sales boom as demand for at home entertainment
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stays strong. But some industries aren’t thriving to the
same extent. Unsurprisingly, Travel & Hospitality merchants aren’t as positive, as the industry faced unprecedented disruption due to global restrictions.
Which countries have been worst affected?
The pandemic’s impact on ecommerce varies from country-to-country. Merchants based in France are the most
optimistic, as 75% have noticed a positive impact, up
from 46% in 2020. The pandemic boosted ecommerce
in France to become the seventh largest market in the
world.
On the other end of the scale, Brazil has seen little improvement in opinion. This could be due to the severity
of Covid disruptions - in 2021 much of Europe was back
to (almost) business as usual, whereas Brazil became “the
epicenter of the global outbreak.”
Fraud levels continue to rise and new schemes emerge
You may have thought fraud would slow down in 2022,
but the opposite is true. Fraud levels have risen in 2021
even more than in 2020. Around 62% of merchants are
seeing new fraud types emerge.
Online payment fraud spiked in 2021
A huge 20% more businesses noticed an increase in online payment fraud in 2021 than the previous year. This
was the biggest leap in activity of all fraud types from
2020. This aligns with industry reports that global ecommerce losses to online payment fraud hit $20 billion in
2021, a growth of over 14% YoY. So it makes sense that
most merchants consider it to be their number one threat.
Policy abuse is rising more than any other threat
Refund abuse is rising for 60% of merchants, and promo
abuse for 55%. This is up from 51% and 49% respectively
in 2020. Policy abuse is spreading fast. Almost a quarter
of merchants have seen refund abuse grow significantly
in a year. And merchants are starting to recognize it as an
important threat, as it’s now considered as big a risk as
friendly fraud.
Account takeover continues to surge
Almost 60% of merchants have seen an increase in attacks. Digital Goods see the most attacks, as they’re victim to an average of 4 attacks per month - one highly disruptive attack every week. But the Travel sector has seen
the biggest increase in attacks since 2020, as fraudsters
tap into dormant accounts to steal valuable credentials or
valuable assets like unused air miles.
Fraudsters are targeting US merchants
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If you were thinking that fraudsters might turn their attention to US merchants post-PSD2, you’re right. Over
60% of US merchants are seeing online payment fraud
rise, compared to under 50% in Europe.
Is Mexico the global hot-spot for fraud?
Fraudsters seem to be honing in on the LatAm region
most aggressively. Fraud in Mexico is rising faster than
anywhere else in the world, as almost 80% of Mexicobased merchants are seeing online payment fraud increase. Account takeover has also skyrocketed for 70%
of Mexico-based merchants. Estimates show that around
20% of new online accounts created in the region are
fraudulent.
Are you overlooking important fraud signals?
While every business has unique priorities and fraud signals, the proportion of fraud teams monitoring orders
on the web, apps and via discounts is increasing. Around
74% of merchants track website orders, up from 68% in
2020.
But there are still gaps that need to be filled. The number
of merchants tracking fraud by call centers has reduced
since 2020. It’s concerning, as account takeover attacks
via call centers are on the rise.
PayPal is an increasingly risky payment method
If you’re not using payment method data to assess fraud
risk, you might be missing a trick, but you’re not alone
- over a third of merchants aren’t using this information.
Some payment types are far riskier than others. PayPal is
considered the most risky payment method, after debit
and credit cards - 60% ranked it in their top three. Digital wallets like ApplePay and Google Pay are considered
quite safe due to biometrics, but they’re headache-inducing when it comes to dispute challenges. This could
become a bigger problem as usage grows. Half of the
world's population will use mobile wallets by 2025!
Fraud teams gain appreciation and investment
Fraud teams, you’re getting noticed! Almost 55% of merchants are seeing the business-wide awareness of fraud
grow. And fraud budgets and teams are expanding. Over
80% merchants are getting bigger budgets and almost
90% of CROs plan to recruit more fraud professionals
2022. Business leaders are shifting their focus to hiring
digital specialists and creating crisis-management strategies.

Dispute success rates improved in 2021
In 2021, companies challenged 48% of disputes, and were
successful in 66% of challenges. Chargeback dispute success rates were higher in 2021 than 2020 overall. This
could be in part due to regulation changes, as Visa updated their chargeback rules.

of transactions sent through 3DS hasn’t increased noticeably YoY. The merchants that are aware of PSD2 have high
hopes that it’ll reduce fraud, and many are looking to utilize 3DS exemptions.

What's the global impact of PSD2?
PSD2 regulations are now in full force. But the number

Read full report here

Payment Fraud Attacks Against Fintech
Companies Soar by 70% in 2021
Report:
Sift - MPE 2022 Silver sponsor
Sift’s Q1 Digital Trust & Safety Index reveals rising fraud
across fintech, company releases Trust Intelligence Center
for Trust and Safety Professionals.
Sift, the leader in Digital Trust & Safety, today released
its Q1 2022 Digital Trust & Safety Index, detailing the increasingly sophisticated—and often automated—tactics
cybercriminals leverage to commit payment fraud. Derived from Sift’s global network of over 34,000 sites and
apps and a survey of over 1,000 consumers, the index
reveals that the payment fraud attack rate (the rate of
fraudulent transactions blocked by Sift out of total transactions) across fintech ballooned 70% in 2021—making it
the highest increase across any vertical in Sift’s network.
The increase in payment fraud also correlated with massive 121% growth in fintech transaction volumes on Sift’s
network year-over-year, making this sector an attractive
target for cybercriminals.
According to Sift’s analysis, these rising attacks, blocked
by Sift, were aimed primarily at alternative payments
like digital wallets, which saw a 200% uptick in payment
fraud, along with payments service providers (+169%),
and cryptocurrency exchanges (+140%).
Sift has specifically seen these abuse tactics aimed at buy
now/pay later (BNPL) services, which saw a 54% yearover-year uptick in fraud attack rates. In late 2021, Sift’s

Trust and Safety Architects discovered a growing number
of fraud schemes on Telegram offering unlimited access
to BNPL accounts through fake credit card numbers and
compromised email addresses—showcasing the array of
methods actors in the Fraud Economy are using to target
the entire fintech sector.
The Hidden Brand Impact of Payment Fraud
Along with network-wide growth in average daily transaction volumes across every industry, Sift saw an overall
23% surge in blocked payment fraud attacks in 2021. Concurrently, nearly half of survey respondents (49%) report
that they’ve fallen victim to payment abuse over the past
one to three years—and 41% of the victims experienced
it in the last year alone. Of those victims, nearly one-third
(33%) identified financial service sites as the ones that
pose the highest risk, which could negatively affect customer trust in the industry.
“Many brands fail to realize that the damage of payment
fraud goes beyond the initial financial impact,” said Jane
Lee, Trust and Safety Architect at Sift. “The vast majority
of consumers report abandoning brands after they experience fraud on a business’s website or app, diminishing customer lifetime value and driving up acquisition
costs. Further, potential customers who see unauthorized
charges from a particular company on their bank state-
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ments will forever associate that brand with fraud. In
order to combat these attacks and grow revenue, businesses should look to adopt a Digital Trust & Safety strategy—one that focuses on preventing fraud while streamlining the experience for their customers.”
Tackling the Fraud Economy with Sift’s Fraud Intelligence Center

To help trust and safety teams better understand the intricacies of the Fraud Economy, Sift has launched its new
Fraud Intelligence Center. Leveraging data from Sift's
global network of 70 billion events per month, the Fraud
Intelligence Center will provide trust and safety professionals with the latest data, trends, and expert analysis
they need to fight back against the Fraud Economy.
Source: Globe News Wire

New Signifyd report spells out ominous
warning for European retailers facing a
350% increase in fraud pressure
Report:
Signifyd - MPE 2022 Silver sponsor
day shopping season and beyond. The heightened threat
is thanks in part to the growing sophistication and diversification of organized fraud rings.
“The State of Ecommerce Fraud in Europe” report further
reveals:

Automated attacks, widespread consumer and policy
abuse, new payments regulation and heightened fraud
attacks will plague the holiday season and beyond, a new
report warns.
As the holiday shopping season hits full stride, ecommerce retailers across Europe face a new era of malicious
attacks spurred by a COVID-inspired transformation in
ecommerce and a 350% increase in fraudulent online orders, according to data published today by Signifyd, the
market leader in guaranteed commerce protection.
Signifyd, named the 2021 FStech Merchant Anti-Fraud
Solution of the Year, says in a new report that retailers can
expect a more perilous fraud landscape through the holi-
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• A 350% increase in fraud pressure by mid-2021,
as measured by Signifyd’s Fraud Pressure Index.
The Fraud Pressure Index charts the change in the
number of presumably fraudulent orders detected
on Signifyd’s Commerce Network, which comprises
thousands of retailers.
• A doubling of consumer abuse in the first half of
2021 — including false claims that an online order
never arrived or that an order that did arrive was in
unsatisfactory condition. Fraudsters and consumers
make such claims in order to keep a product while
receiving a refund.
• A dramatic increase in fraud rings’ use of bots. Automated fraud attacks increased 146% in 2020.
“Between the acceleration of ecommerce, changes in consumer behavior and the arrival of SCA, few would argue
that commerce is not in a state of great transformation,”
said Signifyd Managing Director, EMEA Ed Whitehead.
“The State of Fraud report lays out in detail how these

changes came about and offers merchants actionable
strategies and solutions to keep up in a dynamic industry
at an historic time.”

tailers are embracing to enjoy the benefit of added protection without introducing added friction to their customers’ buying experiences.

The pandemic ushered in a “golden age of ecommerce

“Overall, the solutions which have been put in place have
the potential to work well. A key factor for success is that all aspects of
the payment ecosystem are ready and
that there is effective communication and interoperability amongst the
players,” Andrew Cregan, head of finance policy for the British Retail Consortium (BRC), said in the report. “The
experience for the customer must be
straightforward, but also it must be
communicated well beforehand, so
that it's fully understood.”

fraud” fueled by several factors, the report says. They include:
• The increasing share of retail revenue attributable
to ecommerce.
• A dramatic wave of first-time online shoppers.
• The need for fraud rings to move from protected
segments of the buying journey to more vulnerable
ones.
“Fraud is a moving target,” said Ollie Marshall, managing director of Maplin, and one of several retailer leaders
quoted in the report. “As fraud protection becomes more
sophisticated, fraud rings find new vulnerabilities to attack. We shut them down and they move on. I have no
doubt they’ll be back.”

Beyond offering a primer on best
practices in the SCA era, "The State of
Ecommerce Fraud in Europe” explores how several types
of fraud attacks — including account takeover, automated card testing, synthetic identities, return fraud, mule
fraud and unauthorized reselling — have morphed and
are likely to remain prevalent.
“In our recent Global Payment and Risk Mitigation Survey,
the majority of merchants surveyed reported increases in
synthetic and account takeover fraud over the previous
year,” John Winstel, global head of fraud product at FIS,
said in the report. “As these and other new fraud trends
emerge, the safeguarding of a merchant’s revenue requires smart, dynamic protection against fraud throughout the payment lifecycle.”
Source: Business Wire

European retailers are facing historic fraud
pressure at a time when the payments landscape is undergoing upheaval due to the
enforcement of PSD2’s Strong Customer Authentication (SCA) requirement. The addition
of SCA’s robust two-factor authentication process has been rolled out across much of Europe and will be enforced in the UK beginning
in March.
SCA was instituted to protect retailers and
consumers from online fraud. The beginning
of SCA enforcement across Europe has resulted in an average transaction failure rate
of 26% post-SCA enforcement, according to
payment services consultancy CMSPI.
The Signifyd report explores the conversion
issue and reviews some of the strategies re-
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How passwordless technology can help you
overcome PSD2 pains
Sponsored by:

The launch implementation of PSD2 has seen its fair share of bumps along the way. Although
many merchants and PSPs found this journey to be quite confusing, there are techniques and innovations that are picking up traction, like passwordless technology.
Envision a world in which passwords and clunky authentication processes are a thing of the past.
Discover how cutting-edge technology can provide a seamless and secure experience for both
merchants and customers, removing the complications many of us now face on a daily basis after
the introduction of PSD2.

Speakers & Panelists

Alan Moss
(Moderator)
MD Europe for Western
Europe
Newland Payment
Technology

Kevin Lee
VP of Digital Trust
Sift

Download the webinar here

58 POSitivity

Cory Hinton
Product Marketing
Manager
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Payment Abuse in the Fraud Economy:
Growth Fuelled Risk and Moving Targets

Sponsored by:

Payment fraud decapitates business growth—but before a company’s market opportunity even
comes to a head, fraudsters hellbent on financial theft can attack vulnerabilities across on-site customer journeys, and across the internet, stealing data and funds, and putting online merchants at
risk long before a login, transfer, or transaction even takes place.
Fraudsters have plenty of motive to snatch revenue when the probability of a payout is so high:
last year, consumers spent $871 billion online with U.S. merchants alone, up 14.2% year-over-year.
Between 2020-2021, average daily transaction volumes across Sift’s global merchant network rose in
every industry, with the biggest surge in fintech at 121% growth YoY.
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