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The Fraud Economy
Fraud vectors are more interrelated than what you 
may know
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YOUR TEAM IS FIGHTING MORE THAN JUST FRAUD
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+29%
YoY increase in payment 

fraud attempts

Source: Sift Q1 2022 Digital Trust & Safety Index 
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49%
Consumers who report to 

have fallen victim to 
payment fraud

Source: Sift Q1 2022 Digital Trust & Safety Index 
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The most prevalent form of card-not-present (CNP) fraud for merchants and marketplaces goes 
by many names: “clean fraud,” “carding,”“stolen credit card fraud,” “traditional fraud,” 
“classic CNP fraud,” and others.

Fraudsters who are either priming a set of stolen credit cards for sale or testing a batch they 
purchased for validity will leverage bots and automated scripts to do so via a 
merchant’s website.
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Alternative Payments: BNPL 
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BNPL Flow
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Crypto Payment Flow
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Traditional Payments Risk

ACCOUNT CREATION LOGIN PAYMENT
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Alternative Payments Risk

ACCOUNT CREATION LOGIN ACCOUNT CREATION LOGIN PAYMENT
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65%
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Accounts for Sale Usage Guides Proof of Access Store Lists
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Synthetic Fraud
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● ATO
● Chargebacks
● Increased friction 

○ Reduced engagement 
○ Reduced customer lifetime value 
○ Increased customer acquisition cost 
○ User churn

● Negative Public Relations
● Brand Reputation
● Legal 
● Compliance 
● Ops, Eng & PM staffing

=
A Breakdown of Trust
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Mitigation at Scale

Reporting

Workflow and Rules Automation

High-Volume Digestible Data Ingestion

Machine Learning

Analyst Tools and Feedback
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Machine Learning

Transaction

Identity

Behavior

Similarity

High Risk
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Takeaways 

209.107.195.XX 6X riskier

185.147.213.XX 5X riskier

67.199.181.XX 2X less risky

device 
fingerprint

IP address analysis

login locations

travel velocity

failed logins

account age

Logins by IP

site activity

… and hundreds
more

4-7 logins per IP is 4x more likely to be 
fraud
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Workflow and Rules Automation
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Questions?

Kevin Lee
klee@sift.com

Jane Lee
jane@sift.com

See our Q1 Digital Trust & 
Safety Index for more trends

mailto:klee@sift.com
mailto:jane@sift.com
https://resources.sift.com/ebook/q1-2022-digital-trust-safety-index-payment-fraud/
https://resources.sift.com/ebook/q1-2022-digital-trust-safety-index-payment-fraud/
https://resources.sift.com/ebook/q1-2022-digital-trust-safety-index-payment-fraud/

